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Introduction

This documentation provides comprehensive detail on the implementation of AWS
baseline security controls across core cloud services. The project establishes a secure cloud
infrastructure foundation by configuring identity and access management, deploying protected
storage resources, managing compute instances with policy-based controls, and implementing

automated monitoring and alerting systems.

The lab demonstrates practical application of AWS security best practices including least
privilege access, encryption at rest, comprehensive audit logging, and event-driven security
monitoring. Each configuration step addresses specific security requirements while maintaining
operational functionality. The implementation follows industry standards for cloud security

architecture and serves as a reference for building production-grade secure environments.

This work validates hands-on competency in AWS security implementation and
demonstrates the ability to architect, deploy, and manage secure cloud infrastructure. The project
covers identity management, data protection, network security, logging and monitoring, and

automated incident response.

Environment Setup

The project operates within a standard AWS account environment. Initial access is
performed using root account credentials to establish the baseline IAM configuration. The root
account is used exclusively for creating the first administrative user and is not used for
ongoing operations. All subsequent configuration work is performed through the administrative

IAM user account following AWS security best practices.



The environment requires no additional software installations or client-side tools. All
configuration is performed through the AWS Management Console web interface. Services are
deployed in a single AWS region using default VPC networking. The setup assumes basic

familiarity with AWS console navigation and service access patterns.

Step-by-Step Configuration

This section documents each configuration step in the exact order performed. Each

screenshot is explained with the action taken and the security purpose behind the configuration.
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The screenshot displays the AWS root account dashboard after successful login. The
console shows the primary AWS services interface with the region selector visible in the top
navigation bar. The root account provides unrestricted access to all AWS resources and billing
information. This is the starting point for [AM configuration but should not be used for routine

operations.

Using the root account for daily tasks violates AWS security best practices. The root
account should be secured with multi-factor authentication and used only for tasks that

specifically require root credentials such as closing the account or changing support plans.



Searching for IAM Service from Root Console
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The screenshot shows the AWS console search bar with IAM entered as the search term.

The search interface displays IAM service as the first result. This demonstrates how to quickly
navigate to specific AWS services from the main console. The search function provides faster

access than navigating through service categories.



IAM Dashboard

8 ® ® coav

e 1AM > Dashboard
tdentityand Access < | (Y —— x

Management (1AM) Access Analyzer now analyzes internal access patterns to your critical resources within a single account or across your entire organization.

Q Search IAM

IAM Dashboard im0 ©

Dashboard Security recommendations () @ AWS Account
Access Management

<4

Account ID

Root user has MFA
@ [0 416508157702

User groups

Having multi-Factor authentication (MFA) for the root user improves security for this account.
Users Account Alias
Roles @ Root user has no active access keys Create
- Using access keys attachec to an IAM user instead of the root user improves security. L o
Policies Sign-in URL for IAM users in this account
\dentity providers [0 https://416508157702.signin.aws.amazon.com/c
onsole
Account settings
IAM resources @
Root access management
del Resources in this AWS Account
Temporary delegation requests . .
New User groups Users Roles Policies Identity Quick Links
providers My security credentials
¥ Access reports
0 0 3 0 0 Manage your access keys, multi-factor authentication

Access Analyzer
{MFA) and other credentials.

Unused access

[ Cloudshell  Feedback [ Console Mobile App

The IAM dashboard presents an overview of the current identity configuration. The
security recommendations panel shows items requiring attention such as enabling MFA for root
account and creating IAM users. The dashboard displays counts for users, groups, roles, and
policies. The left navigation menu provides access to all IAM features including users, groups,

roles, policies, and account settings.

The dashboard serves as the central control point for all identity and access management
activities. The security recommendations help identify configuration gaps that could expose the

account to unauthorized access.



Creating Admin User Under IAM Console
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These screenshots show the IAM user creation wizard. The interface prompts for user
details and access type selection. The admin user is being created with AWS Management
Console access, which requires setting a password. The option to require password reset at first

login is visible but not selected in this configuration.



Creating an administrative [AM user separate from the root account follows AWS
security best practices. This user will handle all administrative tasks going forward, leaving the
root account secured and unused except for specific root-only operations. The administrative user

provides full access while maintaining audit trails of actions performed.
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The screenshot displays the username and password configuration for the admin user. The
user is named with a clear administrative designation. Console password is set with options for
custom password entry. This step establishes the authentication credentials that will be used to

access the AWS console as this user.



Adding Permission Directly to Admin User

8 ©® @& by

= 1AM > Users > Createuser ® o
Step 1 ..

@ Specify user details Set permissions
Seisi Add user to an existing group or create a new one. Using groups is a best-practice way to manage user's permissions by job functions. Learn more 12
Step

(@ Set permissions

e Permissions options
w53

Review and create - pom—
) Add user to group ) Copy permissions © Attach policies directly

existing group, or create a new gr Copy all group hershi ed poli

ng groups ta marage us and inline polic

8 aged policies Attach a m: policy directly to a user. A
Step 4 9ed ¥ ¥

practice, w

¢ attaching policies grou
Retrieve password instead, Then, add the user to the appropriate group.

Permissions policies (1440) @

Choose one or more policies to attach to your new user.

Filter by Type

| Q Search | | Alltypes v 12 3 4 5 6 7 ..72> @
Policy name |2 A | Type v | Attached entities v |
= AccessAnalyzerServiceRolePolicy AWS managed 0
= AccountManagementFromVercel AWS managed 0
= AdministratorAccess AWS managed - job function 0

dshell  Feedback  [¥ Console Mobile App

Terms  Cookie prefe

The permissions configuration screen shows three methods for assigning permissions:
adding user to group, copying permissions from existing user, or attaching policies directly. The
direct policy attachment option is selected. This demonstrates different approaches to permission

assignment with varying levels of management overhead and scalability.

Direct policy attachment is appropriate for unique administrative users but group-based
permissions are preferred for standard users to simplify management. The chosen method

depends on the specific access requirements and organizational structure.
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The screenshot shows the policy selection interface with AdministratorAccess policy

selected. This AWS managed policy grants full access to all AWS services and resources. The
search filter shows how to locate specific policies from the extensive policy list. The policy

attachment will give this user equivalent permissions to root account for service operations.

Administrative Access policy provides unrestricted service access while still maintaining
separate identity for audit purposes. This allows full administrative control while avoiding direct

use of root credentials for operational tasks.
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The user creation summary displays all configured settings before final confirmation. The

review shows username, console access enabled, password configuration, and attached
Administrative Access policy. This final review step allows verification of all settings before the

user is created. Any errors can be corrected by navigating back through the wizard.
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Admin User Created
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The success screen confirms the admin user has been created. The console displays the

sign-in URL for IAM users along with the username. This URL is specific to the AWS account

and is used by all IAM users to access the console. The credentials can be downloaded or sent to

the user. The account ID is embedded in the sign-in URL.

The IAM user sign-in URL differs from the root account login page. IAM users

authenticate using account ID or alias plus username and password rather than email address.

This separation provides clear distinction between root and IAM user access.
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Logging in as IAM Admin User
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The IAM user sign-in page displays fields for account ID, username, and password. The
account ID field may show as account alias if configured. This login interface is distinct from
root account login and can only be used by IAM users. The URL contains the account identifier

which routes authentication to the correct AWS account.



Logged in as Admin User (pgl IAM_Admin)
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The console displays successful authentication as the admin IAM user. The top

navigation bar shows the username indicating current session identity. All subsequent actions

will be performed under this user identity and logged to CloudTrail with the IAM user as the

principal. The console interface remains the same but operations now execute with IAM user

credentials rather than root.

Using the [AM admin user for all operations provides audit trails showing which

administrative user performed each action. This accountability is not possible when using shared

root credentials.
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Creating User Groups (under Admin user console)
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These screenshots show the user group creation process. The IAM console shows the

groups section with the option to create new group. The group creation wizard prompts for group
name and policy attachments. User groups provide a scalable way to manage permissions for

multiple users performing similar functions.

Groups simplify permission management by applying policies to the group rather than
individual users. When a user joins a group they automatically inherit all group permissions. This
reduces administrative overhead and ensures consistent permission application across team

members.



User Group Named (under Admin user console)
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The screenshot shows a user group being created with a descriptive name such as Sales or

Development. The group name should clearly indicate the function or department the group

serves. Group names must be unique within the AWS account. Naming conventions help

maintain organization when managing multiple groups across different teams.
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User Group Created
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The groups list now shows the newly created group. The interface displays group name,

creation date, and path. The group currently has no users assigned. Policies can be attached to the

group before or after users are added. The group structure is now ready to receive user

assignments and policy attachments.



Multiple User Groups Created
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The screenshots show multiple user groups have been created for different organizational

functions. Each group will receive appropriate permissions based on the access requirements for

that role. Multiple groups allow fine-grained access control aligned with business functions.

Users can be members of multiple groups if their role requires combined permissions.



Creating Standard Users
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The user creation process is initiated for standard non-administrative users. The wizard
follows the same flow as admin user creation but will assign different permissions. Standard
users receive only the permissions necessary for their specific job functions following the
principle of least privilege. These users will be assigned to appropriate groups or given direct

permissions based on requirements.
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These screenshots demonstrate three different methods for assigning permissions to
users. Scenario one shows adding a user directly to the Sales group, which gives the user all
permissions attached to that group. Scenario two displays copying permissions from an existing
user, useful when creating accounts for users with similar roles. Scenario three shows attaching

policies directly to the user without using groups.

Each permission assignment method has appropriate use cases. Group membership is
preferred for standard users as it simplifies management. Direct policy attachment works for
unique cases or temporary permission grants. Copying from existing users speeds up

provisioning when multiple users need identical permissions.
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New User Created Without Permissions

Review and create

Review your chaices. After you create 1he user, you car view and cownload the autagenerated password, if enabled.

User details

User ame Console passward type Require password reset
‘POLIAM_Salankz_Hope. Custom passward No

Permissions summary

Name (2 a | e v | usedas

The screenshot shows a user created without any permission assignments. The user exists
in the account but cannot access any AWS resources or perform any actions. Permissions can be
added after user creation by adding the user to groups or attaching policies. Creating users

without initial permissions allows staged provisioning where access is granted only when

needed.
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e 1AM > Usergroups > pgl_sales

Access Advisor

Creation time

lanuary 13, 2026, 16:27 (UTC+01:00)

An 1AM useris an entity that you create in AWS to represent the person or application that uses it ta interact with AWS.

a
Identity and Access < pgl_sales we
Management (IAM)

Q Seorch AN y
User group name
Dashboard

¥ Access Management
I Users  Permissions
Users
Role Users in this group (0)
Folicies
Identity provicers

Q Search
Accourt settings
Root access management User name |2

Temporary delegation requests
New

v Access reports
Access Analyzer
Resource analysis New
Urusec access
Analyzer settings
Credential report

Organization activity

Service control policics

Resource control policies

ARN
5 am:aws:iam::416508157702:group/pgl_sales

1 8

A | Groups | Lastactivity ¥ | Creationtime v |

1AM > Usergroups > palsales > Add users

Add users to pgl_sales i

Other users in this account {1/3)

Q. Search 1 3]
B  username a | Group: v | Lastactivity v | creationtime v |
pal_IAM_Admir a @7 minutes 4haursago
2 paLIAM_Ibrahim_t ayomi ] 33 minutes ago
o 54 minutes ago ]

I [ pal 1AM Solanke Hope




e 18M > User groups ® ]
a
Identity and Access < @ 1 user added to this group. X
Management {IAM}
R R User groups (3) i @ Delete Create group
Search 1aM
2 A user group is a collection of IAM users. Use groups to specify permissiors for a collection of users
Q seorch 1 @
Dashboard
Group name a | Users v | Permissions v | Creation time v |
¥ Access Management
User graups pyl_Al_Project Ao O Not defired 4 hourt ago
Roles =
o pal Web_Application Ao & Net defired ahours ago

Icertity praviders
Account settirgs
Root access management
Temporary delagation requasts
¥ Access reports

Access Analyzer
Unused accass
Analyzer sattings

Credential report

Organization activity

Service control policies

Kesource cortrol policies

v

AtpsfiUs cast 1 consoleaws.amazen.com/iamhomeregion=eu nosh 1#/groups

These screenshots show the process of adding an existing user to a group from the groups
management interface. The group details page displays current members and provides the option
to add users. Selecting users from the account list adds them to the group. The group
membership count updates to reflect the new addition. Users immediately inherit all permissions

attached to the group upon joining.
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Searching for IAM Service

e\_A_l/_\)Useri [OlC)

Identity and Access <
Management (I1AM) Users (3) o @ Dslets LR
An 1AM user is an icentity with long: tem credentials that is used to interact with AWS in an account

Q Seorch IAM

[ & seorcts il @
User name a | path v | Group: ¥ | Lastactivity v MFA v | Passwordage ¥ | Consolelastsignin ¥ | AccesskeyID v | Active key age v | Acce
Dashboard
pgLIAM Admin / @ 11 mirutesago - © 4 hours @ 11 minutes ago

¥ Access Management

User groups

o
T / | © 3 minves
.
( pgl_IAM_Solarke_Hape / E - -
Roles

Policies

© 38 minutes

Identity provicers
Accourt settings
Root access management

emporary delegation requests

v Access reports

Access Analyzer

R “n
Urusec access

Analyzer scttings

Cradential report
Organization activity

Service contral palicies

Resource conlrel policies w

The screenshot demonstrates accessing IAM service through the console search. This
shows efficient navigation between AWS services during configuration work. The search bar
provides quick access to any service without memorizing menu locations. IAM remains a

frequently accessed service during security configuration tasks
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S3 BUCKET

Amazon S3 Bucket Configuration

Adding S3 Bucket to IAM Admin Console

Pl IAM_admin

Services

Consolelastsign-in v | Access key 1D v | Activekeyage v | Acee

© 11 minutes aga

Features

Documentation

The console shows navigation to the S3 service. S3 provides object storage with high
durability and availability. The service is accessed through the console search or services menu.

S3 will be used to demonstrate storage security controls including encryption and access policies.
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S3 Bucket Dashboard

= AmazonS3 > Buckets ) Create bucket © 8 8

Create bucket

Buckets are contairers for data stored in 53,

General configuration

AWS Region
Lurope (Stackholm) eu-north-1

Buckettype Info

ory

did fur
processing of

d acass pattems

y ar the original 53 buccet type. They allow 3 mix o
i1 dantly store oljeets across riullip

ey s

ithin a single #

Bucket name | Info

("\m 3-demo-bucket ]
[ p—— arackors e unieie st 216 Global rarsace. Suc et amos st abo bogi~ and ond with a - or f1moer, Valic charackurs are 2, 0.9, parind L, and rypherts () Lesm more (2

Copy settings from existing bucket - optional

bcket setngs 10 21e llowing configurazon a‘e copied.

Vprelix

Object Ownership o

Control awnership of objects writter to this bucket from other AWS accounts and the use of access control lists [ACLs}. Object ownership cetenmines who can specity access to objects.

Object Ownership

© ACLs disabled (recommended) ACLs enabled
objects In this bucket ara owned by this account. Access to this bucket and It bucs
abjec solcles. can be speci

Object Ownership
Bucket awner anforcec

The S3 dashboard displays existing buckets if any and provides options to create new
buckets. The interface shows bucket names, regions, and access settings. The create bucket
button initiates the bucket creation wizard. S3 bucket names must be globally unique across all

AWS accounts.

Naming S3 Bucket

= AmazonS3 > Buckets ) Create bucket o 8 09

Create bucket .

Buckets are contairers for data stored in $3,

General configuration
AWS Region
Europe (Stackholm) eu-north-1

Bucket type  Info
{ © General purpose

e e original 53 bucct e They allow.a mix of ey s e

single Availability

Recommndod for mast use o dsceess parters

s that redurdantly store objects acros mulfiple Availabil

Bucket name _ Info

| pgl-intarral-documents n

ket T, e b T etirs aric: ninue wathin e Global narmispies. Sucet rames st sl beni= snd s with 4 eHes o 1o, Valic tharactins are .2, 0.9, porinds L, ard byphons £ Losm mors 20

Copy settings from existing bucket - optional

ol the bucket selngs 1 41k following configuraton e copied

Choose bucket

Fonmat: 43://bucketfprefix

Object Ownership it

Control awnership of objects writter to this biicket from other AWS accounts and the use of access control lists (AC ). Object ownership cietermines who car specity access to objects.

Object Ownership

© ACLs disabled (recommended) ACLs enabled
Aliob)

this bucket are own ccessto this bucketanc Its

Object Ownership
Bucket awner enforcec
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The bucket creation wizard prompts for bucket name and region selection. Bucket names
must follow DNS naming conventions using lowercase letters, numbers, and hyphens. The name
must be globally unique across all AWS accounts and regions. Region selection affects data

residency and latency. Selecting a region close to users improves performance.

Using Server-Side Encryption with Amazon S3 Managed Keys (SSE-S3)

= AmazonS3 > Buckets > Create bucket ®© 8 6
© You can use s3:ListTagsForResource, s3:TagResource, and s5:UntagResource APIS 10 Inanage Lags on $5 general s buckels for Lin adcition to cost allocation and rest nization. To ensure a seamless Lransition,
please provide penmissions to s:Listlags! orResource, s3:1agResource, anc s5:L actions. Lean more (1
a ta q with this bucket.

Default encryption i
Server-side encryption is automatically applied o rew objects stored in this hucket

g, DSSE-KMS pricing on =-c Storage

= T GaE Ka7S) n
) Gual-layer server-sice encryplion with AWS Key Management Service keys (DSSE-KMS)

Bucket Key
Usi ucket Key for SSE-KMS recuces encryption costs by lowering calls to AWS KMS. §3 Bucket Keys are't supported for DSSE-KMS. Lesm more 12

» Advanced settings

[ @ Aiter creating the bucket, you can uploac files and folcers to the bucket, and corfigure adcitional bucket settings ]

() Closdshell_Foccback [ Cor

The encryption configuration section shows server-side encryption options. SSE-S3 is
selected which uses AES-256 encryption with keys managed by AWS. This provides encryption
at rest for all objects stored in the bucket. The encryption is transparent to users and requires no
additional configuration or key management. Objects are automatically encrypted when

uploaded and decrypted when downloaded.

Encryption at rest protects data from unauthorized access if storage media is
compromised. SSE-S3 provides strong encryption without the overhead of customer-managed
keys. This encryption option is appropriate for most use cases and meets compliance

requirements for data protection.
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AmazonS3 > Buckets

© Successfully created bucket "pyl-internal-documents"

To upload files and folders, or 1o configure additional bucket settings, choose View details.

General purpose buckets

®© 8 6
Directory buckets

General purpose buckets {1) it

@ I Copy ARN Empty Dele Create bucket » Account snapshot o
View dashboard
Buckets are containers for cata storec in $3
Q. s bk by o q s Storage Lers provides visibility into storage usage aré activity trercs.
Name A | AwsRegion D | creation date v |
I gl-internal-documents January 14, 2026, 15:06:34 (UTC+01:00) » External access summary info

findings help you icentify bucket permissiors that allow
public access or access from other AWS accounts

The bucket list now displays the newly created bucket. The interface shows bucket name,
region, and access indicators. The bucket is ready to receive objects. Default settings include all
public access blocked which prevents accidental exposure of data. The bucket configuration can

be modified after creation if requirements change

Uploading Documents to S3 Bucket

AmazonS3 > PBuckets > pgl-internal-documents

pgl-internal-documents .

Objects

[OJN C
Metadata  Properties | Permissions  Metrics = Management  Access Points
Objects (0) @ 15 Copy $3 URI 15 Copy URL ¥ Download Open 1 Delete Create folder T Upload
Objects are the fundamertal entities stored in Amazor S3. You can use Amazon S3 invertory (3 to get a list of all objacts ir your bucket. For others to access yaur objacts, you'll neec to explicitly grant them permissians. Learn mare 2
Q rind objects by prefix 1 @
Name a | Type v | Last modified v | size
N objects

v | Storage class

ou dor't have any objects i this buckel.

T Upload

vl

[ clo.dshell _ Feecbzck

[ corscle tobiie
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AmazonS3 > Buckets ) pglintemal-documents > Upload

Upload o

Acd the files anc folders you want to uploac o S3. To upload a file larger than 160GB, use the AWS CLI, AWS SDKs or Amazon 53 REST API. | eam more (2

Drag and drop files and folders you want Lo uploac here, or choose Add files or Add folder.

Files and folders (0)

All files and foldlers in this table will be uploaded

[awm

Name v | Folder v | Type

No files or folders
|}

You have not chosen any files b folders to upload.

Destination i
Destination
s3://pgl-internal-documents

» Destination details
Buckel settings that impact new abjects storec in the specifiec destination,

» Permissions
Grant public access and access to other AWS accounts.

» Properties
Speify storage class, encryption settings, tags, and more.

Remove Add files Add folder

v | Ssize

v
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These screenshots show the upload interface within the bucket. The upload button opens

a dialog to select files from the local system. Multiple files can be selected and uploaded

simultaneously. The interface shows upload progress and confirms successful transfers.

Uploaded objects inherit the bucket encryption settings automatically.

File Uploaded to S3 Bucket

= AmazonS3 ) Buckets ) pghinternal-documents > Upload

Upload e

Add the files and folcers you want to upload to $3. o uploac a file larger than 160GB, use the AWS CLI, AWS SUKs or Amazon 53 RLST API. Learr more 2

Dragand drop files and folcers you want to upload hers, or chaase Add files or Add folder.

Files and folders (1 total, 50.9 MB)

Al files and folders in this table will be uploaded.
Q Find by nome

Name v | Folder v | Type

KARAMOT NOUN PROJECT.pdf - application/pdf

Destination into
Destination

s3//pgleinterral-documents |
» Destination detail:
Bucket settirgs that impact rew objects stored ir the specified destination.
» Permissions

Grant public access and access to other AWS accounts.

» Properties
Specify storage class, encryption settings, tags, and more

v | size

505M8

Add files Add folder

Cancel

Upload
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The screenshot shows files listed within the bucket after upload. Object details include
name, size, last modified date, and storage class. Clicking an object displays additional metadata
and provides options to download, delete, or modify properties. Objects are encrypted at rest

using the bucket encryption configuration.

File Uploading in Progress

Summary

Destination Succeeded Failed

<3://pgl-internal-documents © 0files, 3.4 MB {8.70%) © 0iles, 08 (%) n

Files and folders Configuration

Files and folders (1 total, 50.9 MB)

Q Find by name | 1

Name | Folder v | Type v | Size v | Status v | Error v

KARAMOT NOUN PROJECT.pdf - application/pe 509MB © In pragress (7%)

The upload progress interface displays during file transfer. Progress bars show upload

status for each file. Large files may take time to transfer depending on connection speed. The
interface allows canceling uploads if needed. Failed uploads can be retried without affecting

successfully uploaded objects.
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File Upload to S3 Bucket Successful

@ Upload succeeded
For mare information, see the Files and folders table.

Upload: status Close
[ @ After you navigate away from this page, the follawing informatian is no longer availahle. ]
Summary
Destination Succeeded Failed
3:/fpgl-internal-dacuments @ 1 file, 50.9 MB (100.00%) @ afiles, 0B (0%)

Files and folders Configuration u

Files and folders (1 total, 50.9 MB)

Q Find by name 1
Name | Folder v | Type v | size v | status v | Eror v |
KARAMOT NOUN PROJECT.pdf 12 application/pct 509MB @ Succeeded

) Cloudshell  Foccbsck [ Cor

The success confirmation shows uploads completed. Objects are now stored in S3 with
configured encryption and durability guarantees. The objects can be accessed by authorized users
based on bucket policies and IAM permissions. S3 provides eleven nines of durability through

redundant storage across multiple facilities.
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e 1AM > Users

Identity and Access
Management (IAM})

(@ seorch 1am

Dashboard
v Access Management

r greps

Roles

Policies

Identity providers
Account scttings

Root access management

“emporary delegation requests

New

v Access reports
Access Analyzer
Resource analysis New
Unused access
Analyzer settings
Credential report
Organizatior activity

Service control policies

Resource control policies

Users (3) i

An 1AM user is an identity with long-term credentials that s used to interact with AWS in an account.

Q seorch

User name a | rPath v | Group: v | Lastactivity
] pal1AM_Admin / a @ 3 hours ago
] palIav Solarke Hope /

v

MFA @

Password age ¥
= @ Yesterday
2 @ 22hours s

@ 22hours

Console last sign-in @ |

@ 5 hours ago

Access key ID

© (ostete

v | Activekeyage

Createuser

© 1 > users > poliam_tbrahim_Fayomi

Identity and Access
Management (IAM}

Q Search At

Dashboard

¥ Access Management

User groups

Roles

Policies

Icentity providers
Account settings

Root access management

Temporary delegation requests

New

¥ Access reports
Access Analyzes
Resource analysis New
Unused access
Analyzer settirgs
Credential report
Organization activity
Service cortrol policies

Resource contral palicies

< M pgl_IAM_lbrahim_Fayomi i

Summary

ARN Cansole access
1D arn:awsiam:416508157702:user/pgl 1AM _Ibrahim_Fayomi

Created Last console sign in
January 13, 2026, 17:19 (UTC-01:00) @ Never
Permissions  Groups | Tags  Security credentials  Last Accessed

Permissions policies (0}

Permissions ara defined by policies attached to the user irectly or through groups.

Q search

£ Enabled without MFA

Filter by Type
All types

Accesskey 1
Create access key

Policy name a | Type

» Permissions boundary (not set)

v Generate policy based on CloudTrail events

v

No resources to display

Attached via (2

You can generate a new policy based on the access activity for this user, ther customize, create, and attac it to this role. AWS uses your CloudTrail events to idertify the services anc actions used and generate a policy. Learr more 12
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e 1AM > Users > pglIAM_ibrahim_Fayomi o &
a
Identity and Access < pal_IAM_Ibrahim_Fayomi i
Management (IAM)
Seorch it Summary
ARN Console access Access key 1
[0 armawsiam:416508157702:user/pgl_IAM_Ibrakim_Fayomi A Enabled without MFA Create access key
Dashboard Created Last corsole sign-in
v Access Management January 13, 2026, 17:19 (U C+01:00) @ Never
User groups
Users : - .
Permissions ~ Groupsi; | Tags  Security credentials | Last Accessed
Roles
Folicies
Identity provicers Permissions policies (0) @ Remove Add permissions &
Accourt settings Permissions are cefined by policies altacked Lo the user directly or through groups
Root access management Filter by Type Create inline policy
Temporary delegation requests Q search | Alltypes v 1
Palicy name |2 a | Type v | Attached via 2 |
¥ Access reports
Access Analyzer Na resaurces to display
Resource analysis New
Urusec access
Afalyiar sattings » Permissions boundary (not set)
Credential report
Organization activity
Service control palicies v Generate policy based on CloudTrail events
Resource control policies You car gererate a new policy based or the access activity for this user, then customize, create, and attach it to this role. AWS uses your CloudTrail events toicertify the services and actions used and generate a policy. Learn mors (2

Generate policy
v

https //us-east-1.console.aws.amazon.com/iam/home?region =eu-north-14/users/details/pg

LLIAM _lorahim_Fayomi/adc- permission

1AM > Users > pglIAM_Ibrahim_Fayomi > Add permissions ® @

Permissions options
Add user ta group Copy permissions © Attach policies directly
et e o s aitinn o, 0 ereates s e grou, We recomiend e Cony &l grous mimise-shipn sttackad managed poicies, i ine policios, snd an managed policy dinectly fo:s uses 28 3 bt pracscs, v rocommend
aroupta s pormiadons by fob functio siscig pormissins, o datios o an vxeding ser solicics 10, group rstoac. Thon, add the user fo the apprpriate groug:
Permissions policies {1/1440) @
Filter by Type
Q s3 X | [ Alltypes v | 17 matches 1 @
&  Policy name 12 a | Type v | Attached entities v |
AmazonDMSRedshiftS3Role AWS managed o
AmazonS3FullAccess AWS managed l o nl
AmazanS30bjectLambeaExecutianRolePalicy AWS managed o
AmazonS30utpostsFullAccess AWS managed 0
AmazanS30utpostsReadOrly: AWS managed o
0 @ AmazonS3ReacOnlyAceess AWS managed 0
] o] AmazanS3TablesFullAccess AWS managed 0
W] = AmazanS3Tahlesl akeFarmationServiceRol AWS managed o
] AmazonS3TablesReadOrlyAccess AWS managed a
0 @ AWSBackupServiceRolePolicyForS3Backup AWS managed 0
] = AWSBackupServiceRolePolicyForS3Restore AWS managed o
( AWSQuickSetupSSMDep S AWS managed 0




e 1AM > Users > pglLIAM_tbrohim_Fayomi o @
a
Management (IAM)
o , | pgl_IAM_lbrahim_Fayomi i | Delete
eorch 1A

Summary
Dashboard PSRN
D) armawsiam:416508157702:user/pgl 1AM _Ibrakim_Fayomi

Access key 1
Create access key
¥ Access Management

User groups Created
January 13, 2026, 17:19 (UTC~01:00)
Roles
folises Permissions Groups | Tags Security credentials Last Accessed
Permissions policies (1) @ P

Permissionsare cefined by policics attacted to the user dircctly or through groups

Filter by Type

¥ Access reports Q search | Al types v 1 3
Access Analyzer
[ ] Policy name 2 A | Type v | Attached via 2
R < New
Urusec access [ = AmazonS3Fullaccess AWS managed Directly

Analyzer settings

Credential report
» Permissions boundary (not set)

¥ Generate policy based on CloudTrail events

Vou car generate a new policy based o Lhe access activity for this user, then customize, create, and attach it to this role. AWS uses your Cloud Trail events Lo icentify the services and actions used and generate a policy. Learn more (2

B clowdshell  feecback  [¥ o

These screenshots document assigning S3 permissions to a user. The IAM user

configuration page shows the permissions tab where policies can be attached. The
AmazonS3FullAccess managed policy is selected from the policy list. This policy grants
complete access to all S3 buckets and objects in the account including create, read, update, and

delete operations.

The policy attachment confirms the user now has full S3 access. This user can perform
any S3 operation including creating buckets, uploading objects, modifying permissions, and
deleting resources. Full access is appropriate for administrators but standard users should receive

more restrictive permissions based on their specific needs.
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e IAM > Users > pglIAM_Solanke_Hope

Identity and Access
Management (IAM)

Q Sseorch Ian
Dashboard

v Access Management

User groups

Roles

Policies
Identity provicers
Accourt settings
RooL access management
emporary delegation requests
New
¥ Access reports
Access Analyzer
Resource analysis New
Urused access
Analyzer settings
Credential repart
Organization activity
Service cortral palicies

Resource control policies

<

2 [pgl_lAM_Solanke_Hope Info

Summary
ARN
D) armawsiam:416508157702:user/pyl 1AM Solanke Hope

Created
lanuary 13, 2026, 17:18 (UTC-01:00)

Permissions  Groups ( Tags

Permissions policies (0)

Q search

Policy name 12

» Permissions boundary (not set)

Security credentials

Consale access
& Enabled without MFA

1ast corsale sign-in

@ Never

Last Accessed

Permissions are cefined by policies attached to the user dircctly or through groups

a | Type

v Generate policy based on CloudTrail events

Filter by Type
| Al types

No resources to display

Access key 1
Create access key

v

v | Attached via 2

=

You car gererate anew policy based or Lhe access activity for this user, Lhen customice, reate, and alLach it to Lhis role. AWS uses your CloudTrail events Loicentify the services and actions used and generate a policy. Learn more 12

Generate policy
v

IAM > Users >

Step

(@ Add permissions.

Step2

iew

Add permissions

Add permissions

Adc user to an existing group o create a new ore. U s is

abi way to manage user's par

sions by job functions. Lear mora 2

Permissions options

Acd user ta group

ing yroup, o ¢

sate 5
by job functio

groups Lo manage usa: prmissior

Permissions policies (1/1440)

grous. We recommend usi-y =

Copy permissions

1L yrous mermise-shics,

daties fron an exsting

hied managed pasicies, intine

© Attach policies directly
wariaged policy directl

Altech 0
attac ing polices 10 a grous irsteac. Th

-, A 2 bust praccice, wns reconmerd
add the user to the appiogiate group.

Filter by Type
Qs3 X || allypes v | 17 matches 1 ﬁ‘)u
@&  Policy name 2 a | 1,[,» v | Attached entities v |
(] AmazonDMSRedshiftssRole AWS managed 0
(m AmazonS3 ullAcces: AWS managed 0
( AmazonS30bjectt ambdatxecutionRolePolicy AWS managed 0

Amazon$30utpostsFulliccess AWS managed 0
] 2 OrlyAccess AWS managed 0

[ Amazon$3ReacOnlyAccese AWS managed 0
L AmazonS3TablesFull Access AWS managed o
] Amazans3TablesLakeFarmationServiceRole AWS managed 0

) AmazanS3TablesReadOrlyAc AWS managed 0
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e 1AM > Users > pglIAM_Solanke_Hope ® 6

a
Management (IAM)

P ngl_lAM_Solanke_Hope info I

Summary
Dashboard ARN

Consale a« Access key 1

Create access key

5y arrawsiam:a16508157702:user/pal 14M Solanke Hope
¥ Access Management

User groups Created
Ukt lanuary 13, 2026, 17:18 (U7C~01:00)
Roles
Folides Permissions  Groups | Tags  Security credentials | Last Accessad
dentity provicers PR
el
RoBESECRE aTSgRTNE Permissions policies (1) @ Remave
Temporary delagation requests Permissions are cefined by policics attacked to the user directly or through groups.
New Filter by Type >
¥ Access reports Q seorch | Alltypes v 1 o3
Access Analyzer
(]| Policyname 2 a| Type v | Attachedvia 2
0 @ AmazonS3ReadOnlyAccess AWS managed Directly

Analyzer seltings

Credential report .
» Permissions boundary (not set)

Organization activity
Service contral palicies

Resource control policies

v Generate policy based on CloudTrail events

You car generate a new policy based on the access activity for this user, then customize, create, and attach it to this role. AWS uses your Cloud Irail events toicentify the services and actions used and generate a policy. Learn more (21

B clowdshell  Feecback [ Cosn

The screenshots show attaching AmazonS3ReadOnlyAccess policy to a different user.
This managed policy allows listing buckets and reading objects but prevents any modifications.
The user can download files and view bucket configurations but cannot upload, delete, or change
settings. Read-only access is appropriate for users who need to access data but should not modify

it.

Restricting users to read-only access prevents accidental or malicious data deletion. This
permission model supports compliance requirements for separation of duties where some users

manage data while others only consume it.
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Logged in as Read-Only User

Console Home i« + Add widgets

i Recently visited info § i Applications (0) info

Region: Europe (Stockholm)

Seloct Ragion
eu-north-1 (Cument Region} ¥ | | Q Find opplications
] 1
Name v | Description v | Region v | Originat. A a |
N recently visited services
Explore one of these commanly visited AWS services, ®» jed to
€2 S5 Auroraand RS  Lambda @ Diagnose with Amazon Q u
< »
View all services 7 Gato myApplications 4
i Welcome to AWS AWS Health 100 : i Cost and usage info
Getting started with Current month Cost breakdown
e AW L]
A4 Leam the fundamentals and
7V find valuable irformation to (N:\ Farecasted month end
get the most out of AWS. Jw_f @ Access denied
Training and Savings opportunities
certification @ Access denied
No health data - S

Learn from AWS experts and

The console shows successful login as the read-only user. The username in the navigation

bar confirms the active session identity. This user has the AmazonS3ReadOnlyAccess policy

attached and can view S3 resources but cannot make changes.

Verifying Read-Only Permission to S3 Bucket

e Amazon$3 > Buckets >l documents| > KARAMOT NOUN PROJECT.pdf o #f 6
Amazonss ¢ | KARAMOT NOUN PROJECT.pdf w0 (7@ copyssur ) (& vowntoad ) (Copenz ) (Cobjectactins v )
¥ Buckets
General purpose buckets Properties Permissions Versions

Table buckets

Access control list {ACL) Edit

Grant basic read write permissions to AWS accounts, Learm more 2

Vector buckets

v Access management and

security
ok pake @ Thi buck ing applied for Object Ownership
\When buckst owrer enforcad is applied, use bucket palicies ta cortral access. Learn more 12

Access Points for FSx
Access Grarts
IAM Access Analys

fomnmanyRT Grantee Object Object ACL

¥ Storage management and N
insights Object owner (your AWS account) Read, Write
Canonical 10: 15 Flcfba3 1921d1e0 f

Storage Lens
Batch Operations Everyone (public access) R

Zroup: ) oo facs amazonaws.comigraups/glebzlAllUsers

Authenticated users group (anyone with an AWS account)

Account and arganization settings P

» AWS Marketplace for $3
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The screenshot shows the read-only user accessing the S3 bucket. The user can see
bucket contents and download objects. The upload button is either disabled or will fail if clicked
due to insufficient permissions. This demonstrates that the read-only policy is correctly enforced.

Attempting to upload, delete, or modify objects will result in access denied errors.

Permission validation confirms that access controls work as intended. Testing actual
operations verifies that policy statements produce the expected behavior. This validation step is

critical to ensure security configurations function correctly.
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EC2 Instance Configuration

Accessing EC2 Service

aws o
— K saL1avAdn
1AM > o
© Services o o
Identity a ‘ Delet
Managemg
Q
ccess key 1
Create access key
Dashboard
¥ Access Man:
User groups
Users
Features Add permissions v
Er by Type
 types v 1 @
v | Attached via 2
v
Directly
.
Resources in eu-north-1 / for « focused search
role. AWS uses your Cloud rail events to icentify the services and actions used and generate a policy. Learn more (2
No requests 1«
https //eu north 1.conscle.aws.amazon com/ec2/t vieh 5 il I Kie pref -

6B 4 0 @
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The console shows navigation to EC2 service. EC2 provides resizable compute capacity

in the cloud through virtual servers called instances. The service supports various instance types

optimized for different workloads. EC2 instances can run multiple operating systems and are the

foundation for many cloud applications.
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EC2

Dashboard
AWS Glodal View 12
Fvents

v Instances
Instances
Instance Types
Launch femplates
Spot Recuests
Savings Plans
Reservec Instarces

Dedicated Hosts

Capacity Resarvations

Capacity Manager New
¥ Images
AMIs

AMI Catalog

¥ Elastic Block Store
Volumes
Srapshots
Litecycle Manager

v Network & Security
Security Groups
Elastic IPs.
Placement Groups

PN

Resources

You are using the fallawing Amazon EC2 resources in the Eurape (Stackkolm) Regian:

Instances (running) @ AutoScaling Groups
Dedicated Hosts 0 ElasticIPs

Key pairs 0 Load balancers
Security groups 1 Srapshots

Launch instance
To get started, launch an Amazan EC2 instance, which is a virtual server in
the cloud

i

Note: Your instances will launch in the Europe (Stackhalm) Region

loudwatch 12

Instance alarms

A inalarm @ook © oinsufficient data
Instances in alarm
Scheduled events @

Europe (Stockholm)
No scheduled events
—

vitosifeu norh Ta

emerecion=cu narth T#Home:

o

o

o

Service health

Region
Furape (Stackholm)

Zones

Zone name
eu-north-1a
eu-north-1b
eu-north-1c

Erable adcitional Zonas

Capacity Reservations o
Instances 0
Placement groups o
Valumes o

AWS Health Dashboard |2 ©

Status
@ This service is operatirg
normally.

Zone ID
eurl-azl
eurl-az2

eurl-az3

EC2 cost @
Date range: Past & manths. Region: Global
Costs inyour frae plan account are covered by credits.
Credits remaining Days remaining
$100 uso 172 tiuig 12, 2026)
Unablz to load

Aralyze your costs in Cost Explarer 1

Account attributes @

Default VPC
vpc-0fb20a382fb874381
Settings

Data protection and security
Allowed AMIs

Zones 2

LC2 Serial Console

Default credit specification

EC2 console preferences

Explore AWS ®

Save up to 90% on EC2 with Spot Instances
Optimize price-performance hy combining FC2 purchase optionsin a sirgle
FC2 ASC. Learn mare (2

The EC2 dashboard displays an overview of compute resources. The interface shows

running instances, available resources, and service health. Navigation options include instances,

AMIs, security groups, key pairs, and elastic IPs. The launch instance button starts the instance

creation wizard.
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Creating EC2 Instance

EC2 < Resources @ EC2 cost @

Dashboard You are using the following Amazon EC2 resources in the Europe (Stockholm} Region: Date range: Fast § months. Region: Global

AWS Global View (2 Costs in your free plan account are covered by credits.
Instarces {running) Auto ling Groups ity Reservatiors = e L

vt tarces {running o uto Scaling Group: Q Capacity Reservatiol Q Credits remaining Days remaining
Key pairs 0 Loac balancers 0 Placement groups 0 Unable to load

| unch Templates Security groups 1 Snapshote 0 volumes 0

Spot Requests Aralyze your costs in Cost Explarer (2

Savings Plars

Reserved Instances Launch instance Service health @

Said To get started, launch an Amazon EC2 irstance, which is a virtual server in Account attributes @
Jedicated Hosts Regi Status
the cloud. egion atus

Capacity Reservations Europe {Stackholm) @ This sarvice is operating Default vPC 2

Capacity Manager New Launchiinstance v rormally Vpe-DFb20a3820b87d3E1
v Images Settings

. Note: Your irstances will launch in the Europe (Stockholm) Region Zones Dalta protection anc security

AMI Catalag Zone name Zone 1D :‘:::‘(“;AM‘S
v Elastic Block Store Instance alarms View in Cloudwatch 12 eu-rorth-1a eunt-azl EC2 Seral Console

e Detault credit specification

Volumes A oinalarm @aok @ oirsufficient data cu-rorth-1b cun az2

FC2 corsale preferencas
Snapshots
i eu-rorth-1c eunl-azs

Lifecycle Marager Instances in atarm
v Network & Security Enable adcitional Zanes Explore AWS ®

Security Groups

Scheduled events Save up to 90% on EC2 with Spot Instances.
Elastic s Optimize price-performance hy combining EC2 purchase aptions in a sirgle
Placemert Groups Europe (Stockholm) EC2 ASG. Laarn mare 2

No schecules events

e EC2 > Instances @ [
a
] e = p—
" 1

Dashboard | @ Find tnstance by otrivite or tag (case-sensitivel [ Austates v | ]
¥S Global View 2 | i i ;
Name & v Instance ID | instancestate v | Instancetype ¥ | Statuscheck Alarm status | Availability Zone @ | Public IPv4 DNS ¥ | PubliciPvaa.. v | Elastic P
Events
No instances
v Instances
You do nal in this region
Instgges

Instance Types

Launch Templates < >
Spot Requests
Savirgs Plans

Reserved Instances

Dedicaled Hosts

Capacity Manager New Select an instance 8 v
v Images

amis

AMI Catalog

Elastic Block Store
Volumes
Snapshots

Lifecycle Manager

¥ Network & Security

Security Groups
Elastic IP¢
Flacement Groups

oot v

https //eu-norta-1.cansole.aws.amazon ce

north-T#instances

The launch instance wizard begins with instance configuration options. The interface
provides a streamlined path to launch instances with common configurations. Advanced options
allow detailed customization of network, storage, and security settings. The wizard guides

through all required configuration steps before launch.
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Naming Instance and Selecting Operating System

rope (Stockholm) v

= EC2 > Instances > Launchan instance [oIN~INC]
a
Take a walkthrough Do not show me this message again. X
Launch an instance i
@ v Summary
Amazon EC2 allows you to create virtual machires, or instances, that run on the AWS Cloud. Quickly get started by following the simple steps below.
Number of instances | Info
Name and tags re L2
= » Software Image (AMI)
pgl_Web_App_Server Add additional tags Amazon Linux 2023 AMI 2025.10....read more
aml-0683ee28af6510487
Virtual server type (instance type)
v Application and OS Images {Amazon Machine Image} inf Hymigo
An AMI cortains the aperating system, application server, and applications for your instance. If you £or't see a suitable AMI below, use the search fisld or choose Firewall {security group)
Browse more AMIs. New security group n
Q seordt it cotalog including 10005 of opplication and O images Storage (volumes)
1 valumets) - 8 G
Quick Start
Cancel Launch instance
Amazon mac0s Uburtu Wircows | RedHat | SUSELinux || Dbian B° Previswcode
Linux
Brawse more AMis
aws 2 ubuntu® || B vicosoh || e | CWE ®
- Mac SUSE debian

Amazon Machine Image (AMI)

Free tier eligible
Sdcf7ensceaBSe (64-bit (Arm, uefl v

The screenshot shows naming the instance with a descriptive identifier such as Web App

Server. Instance names help identify resources in the console and billing reports. The name is
applied as a tag and does not affect technical configuration. Clear naming conventions simplify

resource management in environments with many instances.



Choosing AMI and OS Version

= EQ2 > Instances > Launch an instance

Free tier eligible
45deadSe (64-bi: (Arm), uch) v

Free Lier eligible

209 (54-bit (Armi, uefi)

o Ront dever type ohs

Amazon Linux 2 LTS with SQL Server 2017 Standarc
2ml-0c12242489a5f1 xgs))
Virtuallzatio~:hvm ENA enabled. vue  Raot devece type: ebs

Deep Learring Basz AMI with Single CUDA (Amazan Linux 2023) Frae tier eligible

mi Dec: 64 bt

vk o Rout deye

Free tier cligible

Zon Linux 2023}

908512 {64-bi 6

<

Amazor Linux 2023 kemel-6.1 AMI Free tier eligible

b/ a0 e T4 T 0aRS (64-bit (3rrm), uos

Deseription
Amazon Linux 2025 (kernel-6.1) is a modem, general purpose Linux-based OS that comes with 5 years of lang tenm supporL. 1L is aptimizec for AWS and designec
to provide a secure, stable and high-performance execution environment to develop and run your cloud applications.

Amazon Linux 2025 AMI 2025.10.20260105.0 x86_564 HVM kernel-6.1

Boot mode AMIID Publish Date username | ®
ami 0683¢c28af6610487 2026 01.02 ec2 user

Architecture

Verified provider

64-bit (x86) v | uefiprefence

The AMI selection screen displays available machine images. Amazon Linux 2 is

¥ Summary
Number of instances | Info

Software Image (AMI)
Amazon Linux 2023 AM| 2023.10....read more
] OSE3e02BA (610457

Virtual server type (instance type}
t5.micra

Firewall (security group)
New security group

Storage (volumes)
1 volumefs} - 8 GiB
Cancel Launch instance

G Preview code

45

selected which provides a secure, stable, and high-performance execution environment. The AMI

includes AWS integration and optimization. Amazon Linux receives security updates and patches

from AWS. The OS selection determines the software environment available on the instance.
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Choosing Instance Type

= EC > Instances > Launchan instance o6
a
Architecture Boot mode AMIID Publish Date Username @
e s v Summary

Number of instances | Info
(A
Software Image (AMI)

Amazon Lirux 2023 AMI 2023.10...read more

21-065eeTHATHE104E7

¥ Instance type info | cetadvice
Instance type

tamicro, Free tier eligible i Virtual server type (instance type)
O all generations Pt

o . e lor Compare instance t
o-Da a o u Gl Firewall (security group)
New security graup
(ol )
st 1
Get advice on instance type selection. a orage (volumes)

1 volumels) - 8 Gig

bu launch the instance. Cancel Launch instance

13 small B2 Preview code
.

ite new key pair
cTi-flex, e
Farily; cTi-Hox
onpen

Network  Info

vpe-0fb20a362Mb87d381

Subnet  Info

No preference (Default subnet in any availability zone}

Auto-assign publicIP | Info

) Cloushtl  reschack LY corsole Vobile App

The instance type selection shows available configurations with varying CPU, memory,
storage, and network capacity. The t2.micro instance type is selected which provides 1 vCPU and
1 GB of memory. This instance type is eligible for AWS free tier. Instance type selection should

match workload requirements balancing performance needs with cost.
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Creating Key Pair for Encryption

= LC2 > Instances > Launch an instance o 6
a
¥ Summary
Number of instances | Infa
¥ Instance type info | Getadvice [a
Instance type
jer cliginle | Software Image (AMI)
D Allgenerations Amazon Linux 2023 AMI 2023.10....read more
v 4r1-06830028a%6610487
Compare instance types.
| Virtual server type (instance type)
Additional costs apply for AMIs with pre-installed software £5micro
Firewall (security group)
New security group
¥ Key pair (login}
Storage (volumes)
ou can use a key pair to securely connect to your instance. Lnsure that you have access to the selected key pair before you launch the instance. 1 volumels) - GiB

Key pair name - required

" Preview code
v Network settings info

Netwark | Info
vpe-Dfh20a382fbE7d381

Subnet | Info

No preference (Default subnet in any availability zone}
Auto-assign public IP | Info

Enable

Firewall (security groups)  nfo
A socuricy roua s & s of firowall 1 les et comrol e trafe for your instance, Acd rolcs to allow spect

EC2 > Instances > Launch an instance o [}

Create key pair

Key pair name
Key pals allow you to connect to your Insance securely.

' gl WebApp_Keys I

The name can i~cloce s o 255 ASCH eharacters, It can'tincluce leading or trsfiing spaces,

Key pair
O RrSA
RS encrysted private a~d puslic key

Private key file format

O pem

v

£ When promptad, store the private key in a securs and accessible location on
your computer. You will need it later to connect to your instance. Leam
mare (2

The key pair configuration prompts for creating or selecting an SSH key pair. A new key
pair is created with a descriptive name. The RSA encryption type is selected which provides
asymmetric encryption for SSH authentication. The private key file is downloaded and must be
stored securely as it cannot be retrieved later. The public key is stored in AWS and installed on

the instance.
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Key pair authentication provides more secure access than password authentication. The
private key must be protected as anyone with access to it can connect to the instance. Lost
private keys cannot be recovered and require creating a new key pair and updating instance

access.

Choosing Network Access and Launching Instance

LC2 > Instances > Launch an instance [oRN=a )
v Network settings info ( Edie ) a
Network  Info A Summary
pe-0fb20a362M87d381 Number of instances | Info
Subnet  info U

No preference (Default subnet in any availability zonc)

Auta-assign publicIP | Info

read more
Frahle
Firewall (security groups)  tnfa Virtual server type (instance type)
Asscurity group . st of Finssall rules thatcon raffic For your instiznce, Add rules 10 allow spac T affic 0 raach your instance. Banicro
[o Create security group. ] | © select existing security group
Firewall (security group)

group called launch-wizard-1' with the following rules: New security group

Anywhere % | Storage (volumes)
0oL 1 volumes) - 8 Gif

@ raffic from the i
To sty an endpoin crosing 4 wob soree
s
(] Allaw HTTP traffic from the irtermet
To set 2p an endpon, for example wher creating a web server 57 Preview code
£ Rules with source of 0.0.0.0/0 allow all IP acdresses to access your instance, We fecommenc sctting security group rules to allow access from %X
known IP acdresses only.

» Configure storage o Advance d

» Advanced details 1

The network settings section configures security group rules controlling inbound traffic.
The option to allow SSH access from anywhere is selected which permits connections from any
IP address. This provides maximum accessibility but reduces security. Production instances
should restrict SSH access to specific IP ranges or use bastion hosts. The launch instance button

initiates instance creation with all configured settings.
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= EC2 > stances > Launch aninstance

¢ Launching instance
Creating security group rules

» Details

Please wait while we launch your instance.

Do not close your browser while this is loading.

The progress indicator shows instance launch in progress. AWS allocates compute

resources, attaches networking, and initializes the operating system. Launch typically completes

within a few minutes. The instance will appear in the instances list once initialization finishes.

Instance Launch Successful

» Launch log

Next Steps

Q. What would you tike to do next with this instance, for examp

Create billing usage alerts
To managa costs and avoid surprise

bills, set up email notifications for
billing usage thresholds.

Create billing alerts 12

Create AWS budget

AWS Budgets allows you to create
hudgets, forecast spend, and take

action on your costs and usage from a

single location.

AWS budg

Connect to your instance

Orce your irstarce is unnirg, log into
it from your local computer.

Connect to instance A

Learn more

Manage CloudWatch alarms

Create or update Amazon Cloudwatch
alarms for the instarce.

Manage CloudWatch alarms 12

Connect an RDS database

Configure the connection batween an
EC2 instance anc a database to allow
traffic flow between them.

Create EBS snapshot policy

Craate a policy that automates the
creatior, retertion, and deletion of EBS
srapshols

(connect an Ros database 12)

((create eBs snapshot policy 12 )

Create a rew RS database 2

Learn mare 1

Disaster recovery for your
instances

Racover the irstances you just launched
irto a differert Availability Zone or a
different Region using AWS Elastic
Disasler Recovery (DRS).

Menitor for suspicious
runtime activities

Amazor GuardDuty enables you to
contiruously monitor for malicious
wuntime activity and unauthorized
behavior, with near real-time visibility
i uning across

iviti

Manage detailed monitoring

Enable or cisable detailed manitoring
for the instance. If you erable cetailed
monitorirg, the Amazon EC2 console
displays monitoring graphs with a 1
minute period.

Manage detailed monitoring
=

Get instance screenshot

Capture a screenshot from the instance
and view it as ar image. This s useful
for troubleshooting an unreachable
instance.

Create Load Balancer

Createa
or classic E

lication, network gateway
ic Load Balancer

Create Load Balancer 12

Get system log

View the instarce's system log to
troubleshoot issucs.

Get system log 12

The success message confirms the instance has been launched. The instance ID is

s Cookie preferences

displayed which uniquely identifies this compute resource. The console provides a link to view

the instance details. The instance enters a running state after passing status checks.
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© 2 > nances

@ Connect Instance state ¥  Lounchinstances ¥

EC2 < Instances (1) info
Dashboard 1 ]
AwS Global View (2 ity . 4
Name & v | Instance ID | Instancestate v | Instancetype v | Statuscheck Alarm status | Availability Zone ¥ | Public IPv4 DNS v | PubliclPvda.. v | ElasticlP
Events
. pglWeb_App. 1-0e3819187db26¢13e @rurning @ @ ramicro @3/3 checks passec  View alarms 4+ eu-north-1b €c2-13-60-174-110€u-.. 1360174110 -
¥ Instances >
Instances

Instance Types
Launch Templates
Spot Requests
Savings Plans
Reserved Instances
Dedicated Hosts
Capacity Reservations
Capacity ManagarHew Select an instance
v Images
amls

AMI Catalog

¥ Elastic Block Store
velumes
Snapshots
Lifecycle Manager

¥ Network & Security
Security Groups
Elastic IPs

Placement Groups

e EC2 > Instances

EC2 < Instances (1/1) info

Dashboard | Q Find instance by ottribute or tag fease-sensitive} | Atstates v |

AWS Global View 12

Name & v | Instance ID | Instancestate v | Instancetype ¥ | Statuscheck Alarm status | Availability Zone ¥ | Public IPv4 DNS v | PubliclPvda... v | ElasticIP

© Coomet) Cirstamsese +) (oo ) (I
1

Events

@ Rus Qe -

Viewalarms +  eu-north-1b €c2-13-60-174-110.¢u-... 13.60.174.110 [

¥ Instances
Instances

Instance Types

Laund

Spot Requests i-0e3819187db26c13e (pgl_Web_App_Server)

Sawirgs Plans

Reserved nstances Statusandalarms | Monitoring | Security | Networking | Storage | Tags
Dedicated Hosts

Capacity Reservations

Templates

¥ Instance summary info

CopECity Manan e Instance ID Public IPv address.
10 i-03819167db26¢13e I 13.60.174.110 | open acdress 12
¥ Images
AMls 1P6 address

AMI Catalog

Hostname type Private IP DNS name (1Pvd only)
1P rame: ip-172-31-44-15.eu-north-1 compute.intarral I0) ip-172-31-48-15 eu-rorth-1.compute irtemal

v Elastic Block Store

Volumes
Snapstors Answer private resource DNS name Instance type
Lifecycle Manager 1Pva (A) t3.micro

v Network & Security Auto-assigned IP address NBEID:

15} 13.60.174.110 [Public IP] I6) vpc-0th20a382fHh87d381 2

Security Groups
Flastic IPs 1AM Role Subnet ID
- I0) subnat-0bbe692746c0025ec 12

Placement Groups

| >

Private IPv4 addresses
0 172.31.44.15

Public DNS
5 ec2 13 60174 110.cu north 1.compute.amazoraws.com | open acdress 121

Elastic IP addresses

AWS Compute Optimizer finding
@ Opt-in to AWS Compute Optimizer tor recommendations. | Learn more (2

Auto Scaling Group name

The instances view shows the Web App Server instance in running state. Instance details

display public and private IP addresses, instance type, security groups, and monitoring status.

The instance is now accessible via SSH using the private key. The public IP address allows

connection from the internet while the private IP is used for internal VPC communication.
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Creating Custom EC2 Policy for User Ibrahim

e 1AM > Users > pglLIAM_Ibrahim_Fayomi ® 6
a
Identity and Access < pgl_IAM_Ibrahim_Fayomi
Management (IAM)
Q seorch Summary;
ARN Consale access Access key 1
) arrawsiam:416508157702:usar/pgl_IAM_Ibrakim_Fayomi &Ens out MFA Create access key

Dashbod Created Last corsole sign-in
¥ Access Management January 13, 2026, 17:19 (U7C+01:00) @ Today
User groups
Permissions  Groups i’ Tags  Security credentials | Last Accessed
Roles
Policies
Kentity providers Permissions policies (1) @ Remove Add permissions &
Accourt settings Permissions are cefined by policies attached 1o the user directly or through groups [mén I
Root access management Filter by Type Create inline policy
Temporary delegation requests Q Ssearch | Alltypes v
o
[] Policy name 2 a | Type v | Attached via 2
¥ Access reports
Access Analyzer 0 Amazons3Fullaccess AWS managed Directly

Urusec access
Aralymarsetions » Permissions boundary (not set)
Credential report
Organization activity

v Generate policy based on CloudTrail events

Service control policics
You car gererate a new policy based or the access activity for this user then customize, create, and attach it to this role. AWS uses your CloudTrail events to icertify the services and actions used and gensrate a policy. Lear more (1

Generate policy

v No requests to generate a policy in the past 7 days.

Resource control policies

https /jus-east-1.conscle.aws.amazon. com/iamshamarregion=eu-ncrh-1#/u sers/details/pg.

The screenshot shows starting the process to create custom permissions for user Ibrahim.
Rather than using AWS managed policies, a custom policy will be created to grant specific EC2
permissions. This demonstrates fine-grained access control allowing only necessary actions on

particular resources.
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Examining Predefined EC2 Permissions

.
@ Add permissions Add permissions

Adc user o an existing group or create a rew on

. Lsing groups is a best-practice vay to manage user's peri

@ Review
Permissions options

Acd user to
Acd

Permissions policies {1/1440)

©
Filter by Type
( Q EC2RE X ] | Atttypes v | smatches 1 @u
B  Policy name 2 a Type v | Attached entities v

I [ AmazonEC2ReadOnlyAccess I AWS managed a ]
] WS managed a
WS managed a

Cancel Next

The interface displays AWS managed policies for EC2 showing the level of access each

policy provides. These predefined policies cover common use cases but may grant more

permissions than needed. Examining managed policies helps understand available options before

creating custom policies for specific requirements.
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Creating Policy from Scratch

aws

1AM > Users > palIAM Ibrahim fayomi > Create policy

© 1 policy acided

ep1
@ Specify permissions Specify permissions i

Adc permissiors by sslecting services, actiors, resaurces, and conditiors. Build parmission statements using the JSON editor.
step2
Review and craate

Policy editor 150N

v Select aservice
Specify what actions can be performed on specific resourcesin a service.

Service

Choose o service v

+ Add more permissions

Cancel Next

() clo-dshell  Feecback ¥ Cor

The policy creation screen offers options to build policies using visual editor or JSON.
The JSON option is selected to use the AWS Policy Generator tool. Custom policies allow

precise control over which actions are allowed on which resources. Policy statements define

service, actions, resources, and conditions.
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Accessing AWS Policy Generator

¢ ¢ =i icygen.s3 \avs.com/pol html | Q%X 69 ald

-
aws Browser Default ¥ AWS 12 l

AWS Policy Generator

The AWS Policy Generator is a tool that enables you to create policies that control access to Amazon Web Services (AWS) 12 products and resources. For more information about creating policies, key concepts in Using AWS
Identity and Access Management 12

Step 1: Select policy type

A Policy is a container for permissions. The different types of policies you can create are an IAM Policy 12, an S3 Bucket Policy 12, an SNS Topic Policy 12, a VPC Endpoint Policy 12, and an SQS Queue Policy 1

Type of Policy
1AM Policy v

Step 2: Add statement(s)

Astatement is the formal description of a single permission. See a description of elements 12 that you can use in etatements.

Effect
O Allow

Deny

AWS

] All Services (")

--Select Service-- v

Jse multiple statements to add aerm ssions for more than one serice:

» Add conditions (optional)

Add Statement

Step 3: Generate policy —

The AWS Policy Generator tool provides a structured interface for creating policy JSON.
The tool guides through selecting service, actions, and resources to build policy statements.
Generated JSON can be copied into IAM console for policy creation. The generator prevents

syntax errors and ensures valid policy format.
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Configuring Policy in AWS Policy Generator

a
aws Browser Default ¥ AWS 12 I

| AWS Policy Generator |
The AWS Policy Generator is a tool that enables you to create policies that control access to Amazon Web Services (AWS) 12 products and resources. For more information about creating policies, key concepte in Using AWS
Identity and Access Management 12

Step 1: Select policy type

A Policy is a container for permissions. The different types of policies you can create are an IAM Policy 12, an S3 Bucket Policy 12, an SNS Topic Policy 12!, a VPC Endpoint Policy 12, and an SQS Queue Policy .2

Type of Policy

1AM Policy I v

Step 2: Add statement(s)

Astatement is the formal of asingle Seea ption of elements 12 that you can use in statements

Effect
Allow

AWS
| All Services (")

Amazon EC2 N v

Uss mutipie statements to add perm ssions far more than ne service

Actions
] All Actions (")

--Select Actions-- v

== x) ] (oo ) |

Amazon Rasonrea Nama (8RN

The policy generator form shows selecting Amazon EC2 as the service. The effect field
determines whether actions are allowed or denied. Actions dropdown lists all available EC2
operations. Multiple actions can be selected for a single policy statement. The configuration

builds the policy logic that will be converted to JSON.
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Getting ARN from EC2 Instance

aws m [q

e EC2 > Instances

® r o

a

EC2 < Instances (1/1) iwo ©) Ceomnect ) Cnstancestate v ) (Cactions v ) (iumchinatancesl [

vashboard Q Find Allstates v 1 ]

AWS Global View |2

hal Yiew 12 Name & @ | instance 1D | instancestate @ | Instancetype © | Statuscheck | Alarm status Availability Zone ¥ | Public1Pv4 DNS v | PubliciPvda.. v | ElasticiP
Events
pyl_Web_App. i-0e3819187¢b26¢ 132 @rurning @ @ t3.micro @ 3/3checkspassec  View alarms +  eu-narth-1b 2c2-13-60-174-110.u-. 13.60.174.110 -

Vnstances A — >

Instances

Instance Types

Launch Templates

= a
Spot Requests i-0e3819187db26¢13e (pgl_Web_App_Server) @ v

Savings Plans

I L 17273 100 13, U1 O UL i 1L 11273 e 3 U L UL
Reserved Instarcas
Diadicatad th Answer private resource DNS name Instance type Elastic IP addresses
1 (A} ts.micro =
Capacity Re
Capacily Manager New Auto-assigned IP address. VPCID AWS Compute Optimizer finding
— 5 13.60.174,110 [Public IP] I vpc-0fh20a3821b87d381 3 @ Opt-ir to AWS Compute Optimizer for recommendatiors. | Leam more (2
¥ Images
s 1AM Role Subnet ID Auto Scaling Group name
i 1T subnet-Dbb&69e746c0d25ed 12 <
AMI Catalog

. IMDSv2 Instance ARN Managed
v Elastic Block Store Required T am:awsec2eu-north-1:416508157702 instance/i-0¢3819187db26¢ 138 false
Volumes N — P
e Capy Instance ARN o dlipboard
Srapshots

Litecycle Manager

v N ric & Security v Instance details Infe

Securily Groups AMiio Monitoring Platform details
; 53 ami-06850026216510487 disabled T Linux/UNIX
Llastic IPs

Placement Groups AMI name Allowed image Termination protection
v [F al2023-ami-2023.10.20260105.0-kernel-6.1-x85_64 - Disabled vw

Clouds e

The instance details display the Amazon Resource Name (ARN) which uniquely
identifies the EC2 instance. The ARN format includes account ID, region, and instance ID.
Copying the instance ARN allows creating policies that apply only to this specific instance.
Resource-specific policies implement least privilege by limiting actions to particular resources

rather than all resources of a type.
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Completing Policy Configuration with ARN

© Deny
AWS.
() Al Services (™)

I\ Amazon EC2

Use multiple state~ents 1o add permissions for ~re tn

Actions
[ All Actions (")

| —setsct Actions--

== s x] SEEES

Amazon Resource Name (ARN)

[_| All Resources (")

am:aws:ec2:eu-north-1:416508157702:instance/-0e3819187db26c13e l

R ShoUd TG The "olgeang 1oral

e 0o STRGDIon SRCCoUN SResouee | ypel Kescurcebatn; Use a con

nma to soparate mullinle values

» Add conditions (optional)

Add Statement

Iy
Step 3: Generate policy

A policy is a document (vritten in the Access Policy Language L2') that acts as a container for one or more statements.

This AWS Policy Generator is provided for informational purposes only, you are still responsible for your use of Amazon Web Services technologics and ensuring that your use is in compliance with all applicable terms and
conditions. This AWS Policy Generator is provided as is without warranty of any kind, whether express, implied, or statutory. This AWS Policy Generator does not modify the applicable terms and conditions goveming your use
of Amazon Web Services technologies.

©2026. Amazon Web Services o its affiliates. All rights reserved.

The ARN field in the policy generator is populated with the instance ARN. This restricts

the policy to apply only to the specified instance. Actions like Describe Instances, Stop

Instances, and Terminate Instances are selected to give Ibrahim specific control over this

instance. The policy will not allow actions on other EC2 instances.
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Statement Added to Policy

< c 25 awspolicygen.s3.amazonaws.com/policygen html
) Deny a

AWS
All Services (")

--Select Service--

Jse mutipie statements o acd aerm ssions for mere than one service.

» Add conditions (optional)

Add Statement

Statements added (1)

e Tollowing Statements. Click the button below to Generate a policy.

You added
Effect Action Resource(s) Condition(s} Remove
[oc2: DeleteKeyPair
:Te i
Deny e larn‘.aws‘ec2:eu-nonh-l:416508157702‘mslancer‘i-093819187db26c13e None Remove
lec2:CreateKeyPair nl

Step 3: Generate policy

Apolicy is a document (written in the Access Policy Language 12) that acts as a container for one or more statements

This AWS Policy Generator is provided for informational purposes onlly. you are still responsible for your use of Amazon Web Services technologies and ensuring that your use is in compliance with all applicable terms and
conditions. This AWS Policy Generator is provided as is without warranty of any kind, whether express, implied, or statutory. This AWS Policy Generator does not modify the applicable terms and conditions governing your use
of Amazon Web Services technologies.

©2026, Amazon Web Services or its affiliates. All rights reserved.

The policy generator displays the completed statement before generating JSON. The
statement shows the configured service, actions, resource ARN, and effect. Multiple statements

can be added to create comprehensive policies. Each statement addresses a specific permission

requirement.
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Generated JSON Policy

Policy JSON Document X

Glick below to edit. To save the policy. copy the text below to a text editor. Changes made below will not be reflected in the
policy generator tool.

"

“version": "2012-18-17", @
“Statement”: [
{

“sid": “statement1”,

“Cffect": “Deny”,

"action”: |
ec2:DeleteKeyPair”,
“ec2: TerminateInstances”,
"ec2:StopTnstances”,
“ec2:CreateKeyPair”

"Resource®: “arn:aws:ec2:eu-north-1:416508157782: instance/i-0e3819187db26c13e"

1:1 JSON

I8 Copy Policy

The policy generator produces properly formatted JSON containing the policy statement.
The JSON includes version, statement array, effect, actions list, and resource ARN. This JSON
can be copied directly into IAM policy creation. The generated format follows IAM policy

syntax requirements ensuring the policy will be accepted.
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Deleting Predefined Policy from User

Remove policy for user?

Kemove policy AmazonEC2ReadOnlyAccess?

Cancel

The screenshot shows removing any existing EC2 managed policies from Ibrahim before
adding the custom policy. This ensures the user has only the intended permissions defined in the

custom policy. Removing excess permissions maintains least privilege access.

Pasting Generated Policy JSON

WS

1AM > Users > pglIAM_Ibrahim_Fayomi > Create policy

swpl

@ specify permissions

urces, and conditiors. Build permission statemertts using the JSON aditar.

Policy editor (

1vif
2 o12.10. 217, Edit statement
3v
av
5
6
7v
H
9
19
11

Select a statement

Selact an existing statement ir the policy of
add a new statemert.

- aus 192 eu-rorth-1: 415508157782 dnstance/1-8e7519187db26c 138" + Add new statement

+ Add new statement
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The JSON editor in IAM shows the generated policy pasted from the AWS Policy
Generator. The JSON is validated to ensure correct syntax. The policy defines specific EC2
actions that Ibrahim can perform on the designated instance. Any syntax errors are flagged

before policy creation proceeds.

Naming and Creating Custom Policy

W

1AM > Usere > pgl 1AM Ibrahim Fayomi > Create policy [0l
(@ Review and create
Policy details
Policy name
Enias Sa e iy tis pelcy
palibrahim_EC2_policy I ]
T 120 Char 2Ctars Use alshanu merlc and '+=, - ' characters,

[ @ This policy defines some actions, resources, or conditians that do not provide permissions. To grant access, palicies must have an action that as ar applicable resource or condition. For details, choose Show remaining. Leam more 12 ]

Permissions defined in this policy i | Edit

Permissions defined in this policy cocument specify which actions are allovied or denied. 1o defiile permissions for an 1AM identity {user, user group, or role). attach a policy to it

Q Search n
Explicit deny (1 of 461 services)

Service a | Accesslevel v | Resource |  Request condition |
region| string like eu-north-1,
EC2 Limited: Write InstancelD| string like [i None
003819187db26¢13e
Allow (0 of 461 services) O Show remaining 460 services
Service a Access level @ | Resource | Request condition

No resources to display

The policy name and description fields are populated with clear identifiers. The policy
name should indicate its purpose such as Ibrahim-EC2-InstanceControl. Description explains
what permissions the policy grants. Clear naming and documentation help maintain policies as

requirements evolve. The create policy button finalizes the custom policy.



Policy Created and Added to User
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e 1AM > Users >

Identity and Access
Management {IAM)

[‘@ search tant

Daskboard

v Access Management
User groups
users
Roles
Policies
Identity providers
Account scttings
Root access management
Temporary delegation requests
i
v Access reports
Access Analyzer
Resource analysis New
Unused access
Analyzer setlings
Credential report
Organization activity
Service control policies

Resource control policies

PL_IAM_Ibrahim_Fayomi

a
<

Summary

ARN
5] am:aws:iam:416508157702:user/pgl_IAM_Ibrahim_Fayomi

Craated
January 13, 2026, 17:19 (UTC-01:00)

Permissions Groups Tags Security credentials

Permissions policies (2)

Permissiors are defired by policies attached to the user directly or through groups.

Cansole access
A Frabled without MFA

Accesskey 1
Create access key

Last console sign-ir

@

Last Accessed

Filter by Type

| @ search

| Alltypes v 1 3

Policy name (2

o] AmazonS3FullAccess

O @ | palibrahim_EC2 policy

» Permissions boundary (not set)

v v Generate policy based on CloudTrail events

A | Type v | Attached via 2 |

AWS managed

Customer inline

Directly

The user permissions list now shows the newly created custom policy attached to

Ibrahim. The policy is active and will be enforced immediately. Ibrahim can now perform the

allowed EC2 actions on the specified instance but has no other EC2 permissions. The custom

policy provides precisely the required access without excess privileges.

Signed in as User Ibrahim with Policy Enforced

© o > instances

EC2 <

Dashboard
AWS Global View 12

Fvents

v Instances
Instances
Instafice Types
Launch Templates
Spot Requasts
Savirgs Plans
Reserved Instances
Dedicated Hosts
Capacity Reservations
Capacity Manager Now
¥ Images
amls
M Catalog
v Elastic Block Store
Volumes
Snapshots

Lifecycle Manager

<

Network & Security
Security Groups

Elastic IP¢

Flacement Groups

2 Instances we ©) Ccomnect | Lounchinstances v 2
| @ Find tustonce by ottribute or tag (case-sensitive) [ Atistates w | 1 > 8
Name 2 v | Instance ID | Instancestate ¥ | Instancetype ¥ | Statuscheck | Alarmstatus | Availability Zone ¥ | Public IPv4 DNS v | PubliciPvaa.. ¥ | Elastic IP
(@ You are not authorized 1o perform thi ion. User: 16308157 ingl_IAM_Ihrahim_Fayomi is not authorized 1o perform: ec2:Describelrstances hecaiise o ( @ Diagnose with Amazon Q )]
identity-hased policy allows the ec2:Describelnstances action
< >
Select an instance N @ v
a
v

https:#/eu-narta - 1.cansole.aws. amazon com/ec2/|

heme?region=su-narth-1#nstances




The console displays successful authentication as user Ibrahim. The username
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confirmation shows the active session. Ibrahim now operates under the constraints of the custom

EC2 policy. Any actions outside the policy scope will be denied with insufficient permissions

C1TorS.

Stopping EC2 Instance

© o > msnces

EC2

Dashboard
AWS Global View 2

Fvents

¥ Instances
Instance Types
Launch Templates
Spot Requests
Savirgs Plans
Reserved Instances
Dedicated Hosts
Capacity Reservations
Capacity Manager New
¥ Images
AMIs
AMI Catalog
¥ Elastic Block Store
Volumes
Snapshots
Lifecycle Manager
¥ Network & Security

Security Groups

Elastic IPs

Placement Groups

aws Q
e LC2 > Instances
EC2

Dashboard

AWS Glabal View 2

Events

¥ Instances
Instances
Instance Types
Launch Templates
Spot Requests
Savings Plans
Reserved Instances
Dedicated Hosts
Capacity Reservations
Capacity Manager New
v Images
AMis
AMI Catalog
¥ Elastic Block Store
Volumes
Snapshots
litecycle Manager
¥ Network & Security
Security Groups
Elastic IPs

Placement Groups

Zerdbac

Instances (1/1) e

| Q@ Find tnstance by ottrivuta or tog (casa-sensitive)

Name ® v | instanceiD

|

© Coomeet) (Cirsamcese ) (Gaatioms )
Il Stop irstance I 1

b

| Alstates v |

v Status check

Instance state Alarm status. Availability Zone

v

Py a

gl Web_App... e3819167db26c13e

i-0e3819187db26c13e (pgl_Web_App_Server)

Details | Statusand alarms | Monitoring

v Instance summary info

Instance 1D
15 i-0e3819187db26c1 3¢

IPv6 address

Hostname type
1P rame: ip-172-31-44-15.eu-narth-1 compute.interral

Answer private resource DNS name
1Pva (8)

Auto-assigned IP address
151 13.60.174.110 [Public IP]

1AM Role

Reboot instance

@rRurning @ @ t3.micro @ 3/3 checks passec  View alarms 4+ eu-north-1b 80174110 -

Terminate (celete) instance.

Security | Networking = Storage | Tags

Public IPv4 address
IF1 13.60.174.110 | open acdress 12

Private IPv4 addresses
| 172314415

Instance state Public DNS

© Running 5] e€2-13-60-174-110.2u-north-1. aws.com | oper acdress 12
Private IP DNS name (IPv4 only)

I0) ip-172-31-44-15 eu-rorth-1.compute irtemal

Instance type Elastic IP addresses.

t3.micio -

VPCID AWS Compute Optimizer finding

5 vpe-0tb20a382fh87d381 2 @ Opt-in ta AWS Compute Optimizer tor recommendatians. | | earn more (2
Subnet 1D Auto Scaling Group name
I0) subnet-Obbe6Se746c0E25ec A N

Stop instance
Stopping your instance allaws you to redice costs, madity sattings, and troubleshoot problems.
Instance ID 2

Stop protection Result [

D) i-0e38191876b26¢13¢ (pgl Web_App_Scrver) Disabled @ Canstop

» Associated resources
Yau will continue to incur charges for thes rasources while the instance is stopped

£ You will be billed for associated resources
After you stop the instance, you are ro longer chargec usage o data transfer fees for it. However, you will stll
e billed for associated Liastic IF addresses and LUS volurmes.

Skip OS shutdown
This option sk
orfail

(] Skip OS shutdown

teown process. Use only v o must e stoaped immedately, such as during an emergency

Priacy  Terms
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The screenshots show Ibrahim accessing the EC2 console and stopping the instance. The custom

policy allows this action on the specified instance. The stop action is selected from the instance

state menu. Stopping releases compute resources while preserving instance configuration and

attached storage. The instance state transitions from running to stopping to stopped.

Terminating EC2 Instance

e EC2 > Instances

EC2

Dashhoard
AWS Global View 12

Events

v Instances

Instance Types
Launch Templates
Spot Requests
Savirgs Plans
Reserved Instances
Dedicated Hosts
Capacity Reservations
Capacity Manager New

¥ Images
Avlis
AV Catalog

v Elastic Block Store
Volumes
Snapshots

Lifecycle Manager

¥ Network & Security
Security Groups

Llastic IPs

Placement Groups

® =o

a
Instances (1/1) o © Ceomee) Crstamesgore 2 Crctons +) (aineHimsasessl] )
| @ Find instance by ottribute o tag (case-sensitive} Alistates v | :) Thisathior s Sallala B
e wihen the instance is
Name & v stance ID | Instancestate v | Instancetype v | Statuscheck Alarm status Availability Zone ¥ P running, pending, or
K copping. =
pal_Web_App... 0e38191870b26¢13¢ O stopped @ @ t3.micro Viewalarms +  eunorth-1b
>
- a
i-0e3819187db26c13e (pgl_Web_App_Server) B | v
Details | Statusand alarms Monitoring | Security = Networking = Storage = Tags

¥ Instance summary info
Instance ID Public IPvd address. Private IPv4 addresses
1D i-0e3819187db26c13e - 0 172314415
1PV6 address Instance state Public DNS
- © Stopped -
Hostname type Private IP DNS name (IPv4 only)
1P name: ip-172-31-44-15.eu-north-1.compute.interral 1) ip-172-31-44-15 eu-rorth-1.compute irtemal
Answer private resource DNS name Instance type Elastic IP addresses.
1Pva (A) t3.micro =
Auto-assigned IP address vPCID AWS Compute Optimizer finding
- D) vpe-01b20a382M87d361 2 © Opt-in to AWS Compute Optimizer for recommendations. | Learn more 12
1AM Role Subnet 1D Auto Scaling Group name

I subnet-OhbB6EAE746c0025e60 12 =

aw:

© 2 > sances

EC2

Dashboard
AwS Global View &
Events

v Instances
Instances
Instance Types
Launch Templates
Spot Requests
Savirgs Plans.
Reserved Instances
Dedicated Hoste
Capacity Reservalions
Capacity Manager New

v Images
AMls
AMI Catalog

¥ Elastic Block Store
Volumes
Snapskots
Lifecycle Manager

¥ Network & Security
Security Groups
Elastic IPs

Placement Groups

Terminate (delete} instance

£ Onan FBS-backed instance, the default action is for the oot FBS volume 1o be deleted when the instance is
terminated. Storage an any lacal drives will be lost.

Are you sure you want to terminate these instances?

Instance ID | Termination protection

0 i-0e3819187¢cb26¢13e {pgl Web_App Server) @ Disabled

To confirm that you wart to delete the instarces, choose the termirate button belaw. Instances with termination
protection erabled will not be terminated. Terminating the instance cannot be undone.

Skip OS shutdown

This apticn skips the graceful S shutdown arocess. Use onty wiren your Insta~ce must 5@ staped immed ately; such as during 2n emergecy
orfallover.

("] Skip 0S shutdown

Cancel

e Cookie preferences
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The instance termination process is initiated. Terminating permanently deletes the
instance and its associated resources. The custom policy allows Ibrahim to perform this
destructive action on the designated instance. A confirmation prompt prevents accidental
termination. Once terminated, the instance cannot be recovered and will be removed from the

instance list.
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CLOUDTRAIL SERVICES

CloudTrail Configuration

Accessing CloudTrail Service

aws = (Q couots

a
2 0 B rope (Stockbal) v
Services ® 8
Reset to default layout + Add widgets
ations (0)
(Stockholm}
jon
1 (Currert Region) ¥ Q rindop,
o 5
eractive sarvice
v | Description v | Region ¥ | Originati. ¥ 4
Features
No applications
Gat startec by creating an applicatior.
o a
>

Go to myApplications

d usage info

The console shows navigation to CloudTrail service. CloudTrail records AWS API calls

and related events for the account. The service provides audit trails for compliance, security

analysis, and troubleshooting. CloudTrail logs capture who made requests, what services were

accessed, when actions occurred, and what resources were affected.
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Event History and Trails

aws g (Q Seorch (Ait+S] @ AskAmazon Q
e Cloudirail > Dashboard 0] ®
CloudTrail < @ You car now enrich Cloug Trail events with adeitional information by adcirg resource tags and 1AM global keys in Cloud Trail Lake. Leam more (2
Dashboard
Dashboard .
Rsights
v Lake Query results history Create a new query Trails 1o Copy eventsta Lake Create trail
Dashboards Chaose a query 1o view results from the last seven days.
Name a Status
Query
Event clata stores No queries )
No queries ta display No trails
Integratians
Mo trails o cisplay.
Settings nl
Pricing 12 CloudTrail Insights
Documantation 12
iy CloudTrail Insights is not enabled
(St Insights evert callection requires  trail. Additional charges apply. L earn mare 2

Event history it

Event name Event time | Eventsource

Terminatelnstances Jaruary 21,2026, 164944 (UTC...  ac2.amazonaws.com

ratelnstances Jaruary 21, 2026, 16:47:35 (UTC. c2.amazonaws.com

B CloutShell  Feedback

The CloudTrail dashboard displays event history and configured trails. Event history
shows the last 90 days of management events at no additional cost. Trails provide ongoing

logging with extended retention by storing logs in S3. The interface shows options to view

events and create trails.
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Event History Showing All Activities

e CloudTrail > Eventhistory [E NG IC]

CloudTrail <

Dashboard
Event history (29) we (©) (Coowniond events v ) (Cqueryin take ) (" create Athena table )

Event history shows you the last 20 days of management events,

Insights
S Lookup attributes
Dashboards Read-only v | Qfalse X | [ @ Fitter by dote and time 1 )
Query -
| Event name | Eventtime | username | Eventsource | Resourcetype | Resource name |
Evant cata stares
Integratiors Terminatelnstances January 21, 2025, 15:49:44 {UTC... pal IAM_Admir AWS:EC2:Instanc i-De3819187¢b25c13e
Trails Terminatelnstances January 21, 2025, 18:47:35 {UTC.... palIAM_Admir ec2.amazonaws.com AWS:EC2:Instance i-03819187db28c13e
Stoplnstances January 21, 2025, 15:43:07 (UTC... PalIAM_Admir AWS:EC2:Inst i-0e3819187b 26130
Settirgs
ConsoleLagin January 21, 2026, 15:38:58 (UTC.. PLIAM_Admin sigrin.amazonaws.com - -
RegisterManagedrst... January 21, 2026, 15:01:11 {UTC. i e - -
Pricing 2 e SETimmtags
Documentation 2 SharedSnapshotValu... January 21, 2026, 15:01:00 {UTC... - ec2 amazonaws.com - -
Forums 12 Rurirstances lanuary 21, 2025, 15:00:58 {LITC. PglIAM_Admir ec2.amazonaws.com NWSZEC2:VPC, AWSE, wpe-Oft K 7, eni-007353, i
FAQs 12
AutharizeSecurityGro. .. lanuary 21, 2026, 15:00:56 (UTC.... PlIAM_Admir AWS:EC2:SecurityGroup 5g-0f9a31f8acaB02ebd
CreateSacurityGroup lanuary 21, 2026, 15:00:54 {LTC. PalIAM_Admir AWSEEC2:VPC, AWS:F. vpc-0fh20a382hB7C3A1, laurchavizard-1, sg-0f9a31fBacaBazeba
CreateKeyPair lanuary 21, 2026, 14:26:51 {UTC... Pal_IAM_Admir AWS:EC2:KeyPair Pgl_WehApp_Keys
Consolel ogin lanuary 21, 2026, 12:55:07 {UTC.... PlIAM_Admin
Consolel ogin January 21, 2026, 12:48:49 {UTC. Pal_IAM_Ibrahim_...
0/ 5 events selected ~

https //eu-north-1.console.aws.smazon cam/cloudrsilv2/hometregion =eu-nort- 1i/avents

The event history view displays a chronological list of API calls. Each event shows event
name, user identity, event time, and resource name. Events can be filtered by various attributes
such as user name, resource type, or event name. The detail view for each event provides
complete request and response information. This audit trail supports security investigations and

compliance reporting.
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Creating CloudTrail Trail

® Ask Amazon

© cloucril > Dashbosrd

CloudTrail < n by adeing resource tags and 1AM glabal ki

Dashboard
Event history Dashboard i
Insights
s Lake Query results history

Dashboards Choose a query to view results from the last seven cays. 3
Name a | staws

vents ta Lake Create trail

Create a new query Trails 1o Copy

Query

Event data stores No queries )
No queries to display Na trails

e N trails to cisplay

Trails
Setlings nl

Pricirg 12

Documentatior
CloudTrail Insights is not enabled
Insights avert collection requires a trail. Acditional charges apply. Learn more 12

FAQs 12

Forums |2

Event history o
Event name | Eventtime | Event source |

Terminatelnstances Jaruary 21, 2026, 15:49:44 {(UTC.... £c2.amazonaws.com

minatelnstances Jaruary 21, 2026, 16:47:35 (UITC. ec2.amazonaws.com

sk Amazon Q

CloudTrail > Dashboard > Create trail

St

@ Choose trail attributes Choose trail attributes
ip
Choose log everts General details
s A trail created in the console is a multi-region tril. Learn more (2

jiew and create Trail name

pen A gan 22tions. See all accourts 12

o vevew accounts in

Steresloction o

© Create new 53 bucket | Use exie
Croats or the trai o

ing 53 bucket

‘b ket o sto-c logs far this trail

s bucket to stare logs

Trail log bucket and folder

Enter a “ew $3 bucket name and folder {pra*x) to sw-2 your Iogs. Bucket ~ames st be glodally unicue

I aws_pgl_cloudtrail_logs_415508157702_21ce8810 I

(T e T

Log file SSE-KMS encryption | Infa
Enabled

Customer managed AWS KMS key
O New
Existing

AWS KMS alias

pal_trail_encrpytior{ |

KNS key end §3 DUCkel use be 1 U1e 5318 regio




Sl @ AskAmazan Q B 8 ® @ ook

= CloudTmil > Dashboard > Create trail o e

v Additional settings

Log file validation  Info
Enabled

SNS notification delivery | Info
) Enabled

CloudWatch Logs - optional

Configure CloucWatch Logs to monitor your trail logs and notify you when specific activity occurs. Stancard CloudWatch and CloucWatch Logs charges apply. Learn more &

CloudWatch Logs | info
Enabled

Log group infa
O new
Lyfsting
Log group name
aws-clouctrail-logs-416508157702-dac0faa3

1512 characters. Drly o mbers, cashies, undarscores, forward slashis, snd periods ant allowed

1AM Role Info
2wrs Cloud Irail assumes =7is role to send Clouc Trail evants 1 your CloudWatch Logs log grop.

© nNew

Existing

Role name

CloudTraiiRoleForCloudWatehLogs ftrail-nome]

» Policy document

losdshell  Feechock  [¥

[AIt-S] @ Ask Amazon @

pel_IAN_Admin
= Cloudirail > Dashboard > Createtrail o o
@ Choose tail attributes Choose log events
step2
(® Choose log events Events 1o
Recorc AP| activity tor indivicual resources, or for all current ard future resources in AWS account. Additional charges apply 2
steps

Review and create Event type

Choose the e of evants that you want 1 log.

Managemert events
Capu

Netwark activity everts

Hetwor activity eon s provide imormirsion about msouree ascrasions porforrmid on a risouree within a virhual private dlowd endpoint n

Management events info
Iaragemert events show information ahout management operations performed on resoiirces in your AWS account.

[ ® No additional charges apply ta log management everts on this trail because this is your first copy of managemert everts ]

APl activity Ls

Excluce AWS KMS evenls

Lxcluce Amazor RUS Data AP1 events

Cancel Previous Next

The trail creation wizard guides through configuration options. Trail name is specified
along with log storage settings. The trail can apply to all regions or a single region. Management
events record control plane operations like creating resources. Data events record resource
operations like S3 object access. A new S3 bucket is created automatically to store trail logs. Log

file validation ensures log integrity by detecting tampering.
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Creating a trail enables continuous monitoring of account activity beyond the 90-day
event history window. Logs stored in S3 can be retained indefinitely and analyzed using various

tools. Trail configuration determines what events are logged and where they are stored.

Trail Created Successfully

@ Trail successfully created

@ You can now enrich Cloud Trail events with additional information by acding resource tags and 1AM global keys in Cloud Trail Lake. Learn more (2

Trails Ty © o 3
i
e o| Haremion .| b v | G| i v | ommemert v | s v | e v | S |, v
am:aws:cloudtrail :;r’-:hws logseu-
eu-north- 2ws-pgl-cloudtrail -
Europe {Stockholm) Yes 1:416508157702 Disabled No Iogs-416508157702- - M‘E?DS' ‘77102{”5' @ logging
trailfpgl_centralis FiceRE10 @ group:aws pgl cloudt
ed_logs S rail_logs_ 4165081577
=il 02_dacOfaas:

The trails list displays the newly created trail in active status. The trail is now logging

events to the specified S3 bucket. CloudTrail typically delivers log files within 15 minutes of
API calls. The trail can be modified or deleted as needed. Multiple trails can be configured to

separate different types of events or send logs to different destinations.
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CloudTrail S3 Bucket

i 8 @ @  ruopeiStockholni v AR,
> Jaws-pal-cloudtail-logs-a16508157702-21ce8810 > 416508157702/ 8 6

¢ |416508157702 5 Copy 53 0R1

¥ Buckets

General purpose buckets Objects |  Properties

Table et Objects 2) © (Beomsson) (B comun) (& oowniond ) (oven ) (oot 3 Upissd
Veclor buckets

Objects are the fundamantal entities starec in Amazon S3. Yau can use Amazon 53 inventary 12 to gt a list of all objects in your bucket, For others to access your objects, you'll nead to explicitly grant them permissiors. Learn more 3
¥ Access management and Q ind oijects by prefi 1 o3
security
Ao Rl (]| Name a | Type v | Lastmadified v | size v | Storage class v
(D] [ CloudTril Digest/ Folder
[0 [ Goudrail Folder

14 Access Analyzer

v Storage management and u
insights

Storage Lens

Batch Operations

Accourt and organization settings

> AWS Marketplace for $3

B clowdshall  Feecbrck [

The S3 bucket list shows the CloudTrail bucket created automatically during trail setup.
The bucket name follows CloudTrail naming convention including account ID and region.
CloudTrail log files are organized by date and region within the bucket. Access to this bucket

should be restricted to prevent log tampering or deletion.
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CloudTrail Dashboard After Configuration

e CloudTril > Dashboard

RO st o rvch Cofro vt it o formarr ki s g 1 lbol ks Co o Lk, L mere 9

Dashboard
Tvent Tatory Dashboard i
Insights.
v Lake Query results history Create a new query Trails info Copy events to Lake Create trail
Dasitiohrrls Choose a query to view results from the Last seven cays. N |
jame a s |
Query s
Event cata stores No queries Ipql certralisec_logs @ Logging I
No queries to cisplay

Integrations

Settirgs

CloudTrail Insights i

Pricing 12
CloudTrail Insights is not enabled
Insights are events that show unusual API activity. After you enable Insights, if unusual activity is logged, Insights events are shown in this table for 90 days. Additional charges apply. Learn more 2

Event name Event time

Documentation 12
Forums 12

FAQs 17

| Eventsource

lanuary 21, 2026, 17:32:25 (UTC... lagsamazonaws.com

Createl ogStream

January 21, 2026, 17:27:53 (UTC. .. logs.amazonaws.com

Createl ogStream

January 21, 2026, 17:22:35 (UTC... cloudtmilamazonaws.com

Startlogging

January 21, 2026, 17:22:34 (UTC... cloudrmilamazonaw:s.com

UpcateTrail

The CloudTrail dashboard shows the active trail and recent events. The interface

confirms logging is operational. Events are being captured and stored as configured. The

dashboard provides quick access to event history and trail management. CloudTrail is now

providing continuous audit logging for the account.
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Confirming Read-Only Access Restriction

® Upload failed

For more information, see the Error col

Upload: status N el

[ @ After you navigate away from this page, the following information is no longer available. J
Summary
Destination Succeeded Failed
s5://pgl-intemal-cocuments @ 0files, 0B (0%) ® 1file, 1.2 MB (100.00%}

Files and folders Configuration n

Files and folders (1 total, 1.2 MB)

Q tind by name

Name | Folder v | Type v | size v | status v | Emor v

1BRA CA CONSENT SCAN.pdf o application/pdf 128

This screenshot verifies the read-only S3 user cannot upload files. The upload attempt

fails with insufficient permissions error. This confirms the AmazonS3ReadOnlyAccess policy is
working correctly. The error demonstrates proper access control enforcement. All denied actions

are logged to CloudTrail for security monitoring.
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CREATING NOTIFICATION SERVICE

Simple Notification Service (SNS)

Accessing SNS Service

Services

@5 il Lake. Learn more &

Trails i Copy events to Lake

A Status

@ Logging
Features

Ev

[nts is not enabled

logged, Insights events are shown in this table for 90 days. Additional charges apply. Learn more 2

The console displays navigation to Simple Notification Service. SNS coordinates

message delivery to subscribers through topics. The service supports multiple protocols
including email, SMS, HTTP endpoints, and AWS Lambda. SNS enables building event-driven

architectures and notification systems.



76

SNS Dashboard

SNS > Dashboard

Amazon SNS < (@ New Feature

Amazon SHS now supports High Thioughput FIFO topics. Leam more 12

Dashboard
v Mobile Resources for eu-north-1
Push rotifications Topics Platform applications. Subscriptio
Text messaging {SMS) 0 0 0

v Overview of Amazon SNS

Application-to-person (A2P)

The SNS dashboard shows topics, subscriptions, and service metrics. Topics are

communication channels that subscribers can receive messages from. The create topic button
starts the topic configuration wizard. The dashboard provides access to topic management and

subscription configuration.
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Creating SNS Topic

e Amazon SNS > Topics [OJNNN 30 C I C]

Amazon SNS < @ New Feature

Amazor SNS now supports High Traughput FIFO toics. Learn more (1

Daghboard .

Topics Topics (0) Edit Delete Publish message Create topic

Subscriptions

| @ seorc 1 e

¥ Mobile

Push rotificatiors Name a | Type v | arn v |

Text messaging {SMS)

No topics

To gat startec, create a topic.

Create topic

Cloudshell  Feecback  [¥ corsole vobile A

= AmazonSNS > Topics > Createtopic @ 6 8 6
Details
Type Info

Topic type cannot be rcditec after topics crested

() FIFO (first-in, first-out) © standard

ambda, Data Firehose, 117K, SMS, amail

Name
Pl $3 alert rotifications ]
Maximu 11 256 characie-s. can - clude alpha umeric characters, 'y phens () and underscoras |

Display name - optional | Info
ous ¢ wich SMS sudscritions, enter a clsplay rsme. Ony the fi-st 10 characters are disslayed I+ 2n SMS message.

Maximum 100 characers,

» Encryption - optional
Amazon SN provides in-transit ercryption by default. Enabling server-side encryption adds at-rest encryption to your topic.

» Access policy - optional ino

This policy defires who can access your topic. By default, only the topic owner can publish or subscribe to the topic,

» Data protection policy - optional i

This palicy defires which sersitive data to manitor ar¢ to prevert from being excharged via your topic.

() Cloudshell  Feechack [ console Mabile App

The topic creation wizard prompts for topic configuration. Standard topic type is selected
which provides high throughput message delivery. The topic name clearly identifies its purpose
such as Security-Alerts. Topic display name is used in certain notification protocols. Access

policy determines who can publish and subscribe to the topic.
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Topic Created and Creating Subscription

a
ol E (e |
e Amazon SNS > Topics > pgl_S3_alert_notifications ®© B #f 8
Amazon SNS < srully

o ca ta them from this tapic
Dashboard

pol53_alert notfcatons

Subscriptions

¥ Mobile Details

Fush rotificatiors Name ARN Display name Type
saging (SMS) 5 pgl_S3_alert_notifications [0 arnawsisnsieu-north-1:416508157702:pgl_S3_ Stanciard
alert_notifications

Tapic awner
416508157702

Subscriptions Access policy Data protection policy Delivery policy (HTTP/S) Delivery status logging Encryption Tags Integrations ul
Subscriptions (0) Edit Delete Request confirmation Confirm subscription Create subscription |
Q search 1 @

I a | Endpoint v | status v | Protocol v |

No subscriptions found

Vou dort have any subscriptions Lo this Lopic

Create subscripti

The topic details page shows the newly created topic. The create subscription button adds

subscribers who will receive messages published to this topic. Subscriptions define how and
where messages are delivered. Multiple subscriptions can be attached to a single topic to notify

different endpoints or users.
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Creating Email Subscription

> ¢

Amazon SNS >

Create subscription

Details

Topic ARN
Q amawssnsen-north-1:416508157702:pgl_S3_alert_notifications [ X

Endpoint
An emal o0

< co55 that can receive notificazions from Amazon SN
[myomuhmr-m@phomgmbm.cmﬂ | ]

[ @ Afteryour subseptionscreates, you s confiem . e

» Subscription filter policy - optional it

his policy fillers the messages that a subscriber receives,

» Redrive policy (dead-letter queue) - optional v

Send undeliverable messages o a deac-lefter queise.

The subscription configuration shows email protocol selected. The endpoint field

contains the email address that will receive notifications. Email subscriptions require

confirmation to prevent spam. After creation, AWS sends a confirmation message to the specified

address. The subscription remains in pending status until confirmed.
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Subscription Created

8 @ B ruoplstockhoni v

e Amazon SNS > Topics > pgl S3_alert notifications > ption: 2 b7-268b- - O B & 8
Amazon SNS < @ Subscription to pgl_S3_alert_notifications created successfully.
The ARN of u-north-1:416508157702
Dashboard
Toples Subscription: 200ec8b7-268b-409a-901f-973b7ba935¢5 Eoit Ul
Subscriptions
v Mobile Details
Push rotificatiors ARN Status
Text messagirg (SMS) E) amaws:ensieu-north-1:418508157702:pgl 3. alert rotificatiors:200ec8b7-269h-1092-9011-973b7bad35¢5 @© Percing confinmation
Endpoint Protocol
fayomiibmkim@gmail.com EMAIL
Topic

rincipal
16508157702:user/pgl 1AM _Admir

Subscription filter policy  Redrive policy (dead-letter queue)

Subscription filter policy 1o

This policy filters the messages that a subscriber receives.

No filter policy configured for this subscription.
To apply & filter policy, edit this subscription.

Edit

() Cloucfshell  Feechack [ co

The subscriptions list displays the new email subscription in pending confirmation status.
The subscription will not receive messages until confirmed. The status indicator helps track
which subscriptions are active. Unconfirmed subscriptions are automatically deleted after three

days if not confirmed.

Subscription Confirmed from Email

& 25 sns.eu-north-1.amazonaws.com/confirmation.htm[?TopicArn=arn:aws:snsieu-north-1:416508157702:pg|_S3_alert_notifications&Token=2336412f371b687f5d51e6e2425929f52¢a.. W & 3

5

aws

Simple Notification Service

Subscription confirmed!

You have successfully subscribed

Your subscription's Id Is:

arn:aws: sns:eu-north-1:416508157702: pgl_S3_alert_notifications: 200ecsh7-268b-

409a-901f-973b7ha935¢5

If it was not your intention to subscribe, click here to unsubscribe.

The confirmation email contains a link to activate the subscription. Clicking the

confirmation link opens a web page confirming successful subscription. This verification step
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ensures the email owner consents to receiving notifications. The confirmation process prevents

unauthorized subscription of email addresses.

Subscription Confirmed in Console

© zmazonsis > Topics > pals3alert notifc > ption: 200ec8b : o 8 6
Amazon SNS < Subscription: 200ec8b7-268b-409a-901f-973b7ba935¢5 Edit Delete
Dashboard .

Details
opics
Subscriptions ARN Status
n’: rth-1:415508157702:pgl_S3_alert_rotif -258b-409¢ 11-973b7bad35¢5 @Cunﬁlmed
¥ Mobile
Endpoint Protocol
Push rotifications fayomiibrabim@gmail.com EMAIL

Text messaging {SMS)

Principal
116508157702 user/pgl_IAM_Admir

Subscription filter policy  Redrive policy (dead-letter queue)

Subscription filter policy info
This policy filters the messages that a subscriber receives.
No filter policy configured for this subscription.
To apply a filter palicy, edit this subscription.

The subscription status changes to confirmed after email verification. The subscription is

now active and will receive all messages published to the topic. The email address will receive
formatted notifications based on the message content. Multiple subscribers can be added to

create distribution lists for alerts.



82

AMAZON EVENT BRIDGE

Accessing EventBridge Service

Services

Dashboare
Topics
Subscriptiond Status
@ confinmed
v Mobile
Protocol
EMAIL

Features

Were these

The console shows navigation to Amazon EventBridge. EventBridge is an event bus
service that connects applications using events from AWS services, SaaS applications, and
custom sources. Rules match incoming events and route them to targets for processing.

EventBridge enables event-driven architectures and automated response to system changes.
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Creating EventBridge Rule

Amazon EventBridge <

Dashboard

v Developer resources Amazon EventBridge Get started

leam

A serverless service for building

Quick starts . . .
event-driven applications Eventbridge Schaduled rule
¥ Buses A rule that will invoke a ta-get at a scheculec time.
Lvent buses i ol il it Lhal L o sonnecd applization com punsn LventBridge Pipe
Rules Updated together, making iLeasr f i por id scalabl 1! 1 application: 0\"7 3 Tt surce to 2 target with cptional
Global endpoints EventBridge Schedule
Archives & e R
Replays
v Pipes
Fipes
¥ Scheduler
Schecules
Schecule groups Pricing
Scheculec rules There it no up-frant commitment or minimum fee.
(legacy) Updated You simply pay for what you use arc will be

How it works charged at the end of the month for your usage.

¥ Integration Pricing varies by region.

Partner event sources

&3\ $gverless 101: Amazon EventBridge Costcalculator 2

API destinations
~

Correctiors

Serverless 101

v Schema registry

Feedback  [* Console Moslle Ap>

The rules page displays options to create new rules. Rules define event patterns that

trigger actions when matched. The create rule button starts the rule configuration wizard. Rules

can respond to specific AWS service events, schedules, or custom events.

Configuring Rule Trigger Event

= AmazonEventBridge > Rules > Createrule [
Visual rule builcer opt in
[ ® :
« | Build
* | largets —_ Cancel Reset Create
« [ Configure
aws [ -
MEH Event ated by over 200
Y Events generated by over S vent s RS
Il £V services, including events i )
sent through CloucTrail.
o cusmfrj EVENTS
PO cnts from your own —
ol . iications, c.g. an order ¥ Triggering Events Targets
evert,
Drag and drop an event bere. ey Drag and drop up o 5 Largels bere.
¥ @
Ay %
i
You can acd one or imore svenis. You can add & more targes.
Triggering events info
Events Event pattéfhiFiltery
L 1 mﬁ?ﬁd Wop
0N event or an avant -
source to the camvas
OEvents a o e
G Copy (} Prett
v
4 >
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The rule configuration shows event source selection. AWS events option is selected to
monitor AWS service actions. The event pattern determines which events trigger the rule. Event

patterns can match specific services, event types, or detailed parameters within events.

Selecting API Call via CloudTrail as Event Source

(@ Rule creation experience Provide feedback 12 X
@© Visual il huilder opt in
I you want to create a scheciilec nule use the scheduled rule builder

Events Targets @ Build Configure Cancel Reset Create

A a

il Eventbus | default v @

Q s3 X
vl 53 (Simple Storage Service) |

3 AWS Console Action via Cloud Trail

3 AWS Nelwork Aclivity Evenl via ...
Triggering

# Async Copy Completion

Events rn (filter) iofo

i Object Created

i Object Deleted 0B 12

i Ohject Restore Initiated

Enter event pattern JSON or drag and drop an event or on event source to the canvos above
to crente pottern

[ Clowdshell  Fecchack [ Cormola b app

The event pattern builder shows CloudTrail selected as the event source. CloudTrail
integration allows EventBridge to respond to any AWS API call. This enables monitoring
specific actions like resource creation, modification, or deletion. The pattern can filter by AWS

service and specific API operations.
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Editing Event Pattern in JSON

"
= Amazon FventBridge > Rules > Create rule ]

@ Rule creation experience Provide feedhack 12 X
@ visual wilc builder optin
If you want to create a scheculed rule use the scheduled rule builder

Events | Targets @ Build | Configure [Ea i

a

- Triggering events ino

Q 53 X
Events Sthera Sample event Event pattern (filter) How it works

v

‘ i [] 53 (simple Storage Service) ]

0 1 O awsss@AWSAPICaIViaCloudTral e oY

$3 (Simple Storage Service)

f a

3 AWS Sarvice Evert via CloucTrail

i AWS Consale Action via CloudTrail
i AWS Network Activity Event via ...
i Async Copy Completion

i Object Created

i Object Deleted

i Object Restore Initiated

L NI UL SUN N v (@ canv ) (03 pramiey ) ¥

[ clowdshell  Feccbck

The JSON editor displays the event pattern code. The pattern specifies source as aws.s3

and detail-type as AWS API Call via CloudTrail. The eventName field is added to match
specifically CreateBucket events. This pattern will trigger whenever a new S3 bucket is created
in the account. JSON editing provides precise control over event matching beyond the visual

builder options.
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Creating SNS Target

= Bridgs > Rules ) Create rule [ O]
@ Rule creation experience Provide feedback 12 X
Visual nile huilder ot in
If you want ta create a scheciulec rule use the scheduled rule builder
events @  uia | conigwe o
a
Q % Eventbus | default v @
AL
| ‘ & (@ sws toric I

Targets

[REFEL D;» Drag and drop up to 5 targets here. .
@)
"R

i cart 2dd 5 more arguts,

(3 Clozeshell  Foectek  [¥ Comsole Mobile Ann

The target configuration shows SNS topic selected as the action to perform when the rule
matches. Targets define what happens when events match the rule pattern. Multiple targets can

be added to a single rule to trigger different actions. SNS target will publish a message to the

specified topic which then notifies all subscribers.



87

Configuring SNS Topic as Target

Bridge > Rules > Create rule

[
n experience Provide faedback 12
in

culec rule use the scheduled rule builder

©) s | coteen

Cancel Create
Target

Target configuration - SNS topic Learn more 2

Q sNs

Target location

© Targetir thi¢ account I

pgl_55_alert_notifications v | @ Create SNS topic 12 I
||| Permissions

Use execution role {recommendec)

] Target in another AWS account

53
Execution role
EventBiricge and AWS Identity and Access Management 2

[ © Create a new role for this specific resource. ] Use existing role

Role name

Retry policy and Dead-letter queue - optional

Retry policy Info

The SNS configuration shows selecting the Security-Alerts topic created earlier. The
message input determines what content is sent to subscribers. The default setting sends the
complete event details in JSON format. Custom messages can be configured to format the

notification. EventBridge will automatically create necessary permissions for the rule to publish

to the SNS topic.
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Naming Rule and Creating

Configuration

Name and description
Name and description of the rule

Rule name

Pal S5 _security_alerts
g b case e, ,

Description - optional

Enter description

Event bus
Select the event bus Lo send inbourid events Lo, either the defaull event bus or & custom event bus.

Event bus name

alc)

Activation
Yous can chanse not o erahle the rule row. Yu will be able to snable the nule after the rule is created

@ Active

The rule details section prompts for rule name and description. The name clearly
identifies the monitoring purpose such as S3-Bucket-Creation-Alert. Description explains what
events trigger the rule and what actions result. The create rule button finalizes the configuration

and activates monitoring.
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Rule Created Successfully

© amazon tvenuridge > kules >

Amazon EventBridge <
Dashboard

v Developer resources

v Scheduler
Schecules
Schecule groups
Scheculed niles

¥ Integration
Partner evert sources
API destinations

Correctiors

¥ Schema registry

Schemas

a

pgl_S3_security_alerts

PgLS3_security_alerts [Sc]

al_S3_security.alerts' was successhully created

CloudFormation Template ¥

Rule details i

Rule name Status Event bus name Type
gl §5 security alerts @Enabled Starcard
Event bus ARN

Description Rule ARN [

) amiawsieventsieu-north-1:416508157702ule/pgl_

S3_security_alerts
Event pattern Targets Monitoring Tags
Event pattern fo Edit

The rules list displays the newly created rule in enabled status. The rule is now actively

monitoring for S3 bucket creation events. EventBridge evaluates all CloudTrail events against

the rule pattern. When a match occurs the SNS topic receives a notification which is forwarded

to email subscribers. The rule provides automated real-time alerting for specified security events.
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Alert Received After Creating New Bucket

= M Gmail <

Lt i T o )

AWS Notification Message = inborx a @

AWS Notifications <no-reply@sns. amazonaws.com= 203PMIOmMILesage) * @ €

tama v

{version"-"0" id" "947b068-6d67-43be-1afl» 5a6(c00bLBS" "delil-type""AWS API Call via Cloud Trail","source" aws 53" "account": 416508157702 ime""2026-01-22T13.03:062" "region" "eu-north-1" “resources"{] "detail"
[FeventVersion":"1.11""userldentity":("type"|AMUser""principalld"'AIDAWBSOS DADC2GNWBERL"arn""am:aws iam::416508157702:useripgl_IAM_lbrahim_Fayomi","accountid":"416508157702" "accessKeyld"
"ASIAWBEOSDADOVIMIPWS! Name™"pgl 1AM Ibrahim ‘sessionContext” {"allribules™ {"crealionDale""2026-01-22T12:57:592" "mfaAuthenticaled""false}},"avent Time""2026-01-22T13:03.052""

s eventName":"D r"awsRegion":"eu-norih-1"."sourcelPAddress";"102.89.40 48", "userAgent™"[Viozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKi’537.36 (KHTML, like Geoko)
Chromei144.0.0.0 Safari/537.36]","requestParameters™:{"bucketName" tesstitile”, Host" “tesstiitle. 53 cu-north-1 'y null, Data"{" ""SigV4","Ciph

“TLS_CHACHA20_POLY1305_SHA256" "bytesTs a amz-id-2"WzKQvQ3usXvriQnb31BQRSDv282237jwmRCMZDEOgouxYOLYQCHeXI Qn1jQad;

All Mail 2\ kyohpREtxs40YASYpT J461426URu" “bylesTransferredOut*:0}, requestiD": VOABE TDXKY ENTS6Y" "eventlD'":"79251942-0a65-426a-h177-bB4c0bad840" “readOnly"false, esources™ ([ avcountld""416508157702"  type" " AWS:
$3::Bucket”,"ARN""am:aws:s3: tessttitile ] "eventType ™" AwsApiCall". manage \ientEvent™true "recipientAccountld”"416508157702" "eventCategory": Management' lsDetails":( tisVersion" TLSv1.3" "cipherSuit
6"*TLS CHACHA20 POLY1305 SHA256" i i " Mossllilile 53 ou-north-1 s.com B}

Spam

Trash

If you wish o stop receiving nofifications from this topic, please click o visit the link below to unsubscribe:
hitps:iisns.eu-narth-1 avis:sns:eu-north- 1:416508157702:pgl_S3_alert 1)7-268h-4092-9011-973b

] Purchases

% Social

Updates 3 Please do nol reply diracily la this email. Il you have any queslions or comments regarding this email, please conlact us at hilps ffms smazon comisupport

Forums

> Prométions i @ Al Reply

Hor

« Reply ) » Forward | (@)

The email notification shows the alert triggered by creating a new S3 bucket. The
message contains event details including event name, time, user identity, and affected resources.
The notification arrived within minutes of the bucket creation action. This validates that the
entire monitoring pipeline is functional from CloudTrail event capture through EventBridge rule

matching to SNS notification delivery.

The successful alert demonstrates event-driven security monitoring in action. The system
automatically detected a specific API call and notified designated personnel without manual
intervention. This automated alerting enables rapid response to security events and unauthorized

actions.

Security Controls and Policies

This project implements comprehensive security controls across multiple layers of AWS

infrastructure. Identity and access management provides authentication and authorization
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through IAM users, groups, and policies. Root account usage is limited to initial administrative

user creation following AWS security best practices.

Access control is enforced through multiple mechanisms. User groups organize personnel
by role and apply appropriate permissions collectively. AWS managed policies provide
predefined permission sets for common use cases. Custom policies created via AWS Policy
Generator implement least privilege by granting only specific actions on designated resources.

Permission validation testing confirms that policies work as intended.

Data protection uses encryption at rest through S3 server-side encryption with AWS
managed keys. All objects stored in S3 buckets are automatically encrypted and decrypted
transparently. Bucket policies and IAM permissions control who can access stored data. Public

access is blocked by default preventing accidental data exposure.

Compute security applies EC2 instance access controls through security groups and key
pair authentication. Security group rules define allowed inbound and outbound traffic. RSA key
pairs provide cryptographic authentication stronger than passwords. Custom IAM policies

restrict instance management actions to authorized users.

Comprehensive audit logging captures all API activity through CloudTrail. Management
events record control plane operations like creating users or launching instances. CloudTrail logs
are stored in S3 with log file validation to detect tampering. Event history provides 90 days of

readily accessible logs while trails enable extended retention.

Automated monitoring uses EventBridge to detect specific security events in real-time.

Rules match event patterns from CloudTrail and trigger notifications through SNS. Email
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subscriptions ensure designated personnel receive alerts immediately. The monitoring system

operates continuously without manual oversight required.

Validation and Testing

All security configurations were validated through practical testing. IAM permissions
were verified by attempting actions both allowed and denied by policies. Users with full S3
access successfully uploaded and modified objects. Users with read-only access could download

objects but received permission errors when attempting uploads or deletions.

Custom EC2 policies were tested by logging in as the target user and performing allowed
operations like stopping instances. Attempting actions outside the policy scope produced access
denied errors confirming proper enforcement. Instance ARN restrictions ensured the policy

applied only to specified resources.

CloudTrail logging was verified by reviewing event history showing captured API calls
with complete details. Trail functionality was confirmed by checking S3 bucket contents for

delivered log files. Log entries matched performed actions demonstrating accurate event capture.

SNS notifications were tested through email subscription confirmation and delivery
verification. EventBridge rule effectiveness was validated by performing the monitored action
and receiving email notification within minutes. The notification content matched the triggered

event details.

Encryption implementation was confirmed through S3 bucket configuration review
showing SSE-S3 enabled. All uploaded objects inherited encryption settings automatically. The

transparent encryption and decryption process required no additional user actions.
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Challenges and Solutions

Policy syntax errors during custom policy creation required careful JSON formatting. The
AWS Policy Generator tool prevented most syntax issues by producing valid JSON. Manual
JSON editing required attention to bracket matching, comma placement, and quotation marks.
The IAM console validator flagged syntax errors before policy creation preventing invalid

policies from being saved.

ARN formatting for resource-specific policies required understanding ARN structure and
obtaining correct resource identifiers. The EC2 instance details page provided the full ARN for
copy-paste into policy documents. ARN errors in policies prevented proper resource restriction

until corrected with exact format.

SNS subscription confirmation delay could cause confusion if email arrives slowly.
Checking spam folders and waiting several minutes resolved most delayed confirmation issues.

The pending confirmation status in console indicated subscriptions awaiting activation.

EventBridge rule configuration required understanding event structure from CloudTrail.
The JSON pattern needed exact matches for event source and detail fields. Testing rules by
performing target actions and verifying notifications helped confirm correct configuration. Rule
patterns that were too broad generated excessive alerts while patterns too specific missed

relevant events.

Permission testing sometimes produced cached results masking policy changes. Waiting a
few seconds for [AM policy propagation and refreshing console sessions ensured current
permissions were evaluated. CloudTrail logs provided definitive record of what permissions

were actually enforced during operations.
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Conclusion

This project successfully implements AWS baseline security controls across core cloud
services. The configuration establishes secure identity management with properly scoped
permissions, protects data with encryption and access controls, manages compute resources with
secure authentication, captures comprehensive audit logs, and monitors security events with

automated alerting.

The implementation demonstrates practical application of AWS security best practices
including least privilege access, defense in depth, comprehensive logging, and automated
monitoring. Each component serves a specific security function while integrating with other

components to provide layered protection.

The project validates hands-on competency in architecting, deploying, and managing
secure cloud infrastructure. The work shows understanding of identity management, data
protection, network security, audit logging, and event-driven automation. These skills are directly
applicable to building and maintaining production cloud environments that meet security and

compliance requirements.

The documented configurations serve as a reference implementation for AWS security
baseline controls. The lab environment can be expanded with additional services such as
GuardDuty for threat detection, Config for compliance monitoring, VPC flow logs for network
analysis, and multi-region deployments for high availability scenarios. The foundation

established here supports growth into more complex security architectures.
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